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GLOSSARY  
AHA: American Heart Association  
AMA: American Medical Association 
BSI: British Standards Institution 
CMA: Canadian Medical Association  
CQC: Care Quality Commission  
DAQs: Digital Assessment Questionnaire  
eHealth: Electronic Health 
EC: European Commission  
EHR: Electronic Health Record  
EMR: Electronic Medical Record 
FDA: U.S. Food and Drug Administration 
FTC: U.S. Federal Trade Commission 
GDPR: General Data Protection Regulation 
HSCPs: Health & Social Care Professionals 
HIMSS: Healthcare Information and Management Systems Society 
HIPAA: Health Insurance Portability and Accountability Act  
HSCIC: Health and Social Care Information Centre 
HSCN: Health & Social Care Network  
ICT: Information and Communications Technology 
ISO: International Organization for Standardization  
mHealth: Mobile Health 
MARS: Mobile Application Rating Scale 
MHRA: Medicines and Healthcare Products Regulatory Agency 
NIHR: National Institute for Health Research  
OS: Operating System 
OWASP: Open Web Application Security Project 
PAS: Publicly Available Specification  
PHR: Personal Health Record  
SNOMED CT: Systematized Nomenclature of Medicine-Clinical Terms 
SDKs: Software Development Kits 
SoMe: Social Media 
WHO: World Health Organization 
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EXECUTIVE SUMMARY 
This landscape review provides an overview and examination of current international 
initiatives and practices to develop, assess and evaluate the use of mobile health 
and wellbeing apps and services. To accomplish this, seventeen academic, national, 
regional and international initiatives have been identified, examined and compared, 
detailing their wide-ranging approaches and scopes (Appendix 1).  
The identified approaches include self-assessments questionnaires, independent 
accreditations, general guidelines / guiding principles, Codes of Conduct, risk-based 
assessments and Quality Assurance Frameworks. The examination and comparison 
of these drew attention to seven cohering quality parameters or criterions, which 
exist across many of the reviewed initiatives:  
x µ3ULYDF\'DWDSURWHFWLRQ¶ 
x µ&UHGLEOHVRXUFHV(YLGHQFH-EDVHGLQIRUPDWLRQ¶ 
x µ8VDELOLW\XVHUH[SHULHQFH¶ 
x µ)XQFWLRQDOLW\¶ 
x µ6HFXULW\DXWKHQWLFDWLRQ¶ 
x µ(IIHFWLYHQHVV,PSDFW¶ 
x µ,QWHURSHUDELOLW\¶ 
These cohering parameters were identified in at least nine and up to sixteen 
LQVWDQFHVDPRQJVWWKHH[DPLQHGLQLWLDWLYHV2XWRIWKHVHµ3ULYDF\'DWDSURWHFWLRQ¶, 
µ&UHGLEOHVRXUFHV(YLGHQFH-EDVHGLQIRUPDWLRQ¶DQG µFunctionality¶ were highly 
represented with sixteen and fifteen instances, while there is variation in their 
terminology and extent. The variation has been covered more extensively in section 
1.1, where all seven indicators have been examined in-depth.  
Out of the seventeen initiatives examined, only four include all seven cohering 
parameters. These are the UK based Digital Assessment Questions (DAQs) and 
Quality Assurance Framework, the Canadian based Guiding Principles and the WHO 
MAPS toolkit. Yet of these, the DAQs are the only one, which covers all seven 
parameters comprehensively and in detail, whereas the Canadian Initiative and 
MAPS toolkit is not as detailed or specific within all of the seven parameters and the 
Quality Assurance Framework is still being drafted.  
The DAQs, created by NHS England can therefore be recommended to be used for 
approaching and assessing the hundred health and wellbeing apps in the 
clinical/wellbeing areas for the mPower interventions (The identified apps can be 
found in Appendix 2). 
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OVERVIEW  
In recent years, the use of mobile technologies has increased significantly, and the 
number of mobile phone subscriptions has grown exponentially (Statista, 2017). 
Already today, there are more than 7,7 billion mobile subscriptions globally, and the 
number is only expected to rise further (Statista, 2017). In line with the increased use 
of mobile technologies, the coverage has also improved, and today ³mobile networks 
FRYHUDURXQGSHUFHQWRIWKHZRUOG¶VSRSXODWLRQ´(Ericsson, 2017, p. 15). This 
exSRQHQWLDOJURZWKRIPRELOHWHFKQRORJLHVKDVLQGLVSXWDEO\LPSDFWHGWRGD\¶VVRFLHW\
and altered many of the existing societal processes (Deloitte, 2013).  
This has also been the case for the field of health and care. The emergence of 
mobile health (mHealth) is ³WUDQVIRUPLQJWKHZD\KHDOWKVHUYLFHVDQGLQIRUPDWLRQDUH
accessed, deliveUHGDQGPDQDJHG´ (European Commission, 2014; WHO Global 
Observatory for eHealth, 2011, p. 5). mHealth itself can be defined as ³WKHGHOLYHU\RI
KHDOWKFDUHVHUYLFHVYLDPRELOHFRPPXQLFDWLRQGHYLFHV´(Healthcare Information and 
Management Systems Society, 2012) and has in recent years experienced a rapid 
growth (Statista, 2016).  
In 2018 the global mHealth market is expected to be valued at USD 28 billion, more 
than tripling its value since 2015. By 2020, the market value is anticipated to reach 
USD 46 billion (Statista, 2016). The rapid growth of mHealth is also reflected in the 
number of health apps: there are currently more than 318,000 available health apps 
worldwide and counting, with more than 200 new health apps made available daily 
(IQVIA Institute, 2017).  
The development and adoption of mHealth provides great opportunities for the 
healthcare sector, as it ³FRXOGLPSURYHWUHDWPHQWHPSRZHUSDWLHQWVDQGIRUHVHHDEO\
ORZHUPHGLFDOFRVWVDQGVWUHDPOLQHXVHRIKHDOWKFDUHUHVRXUFHV´ (Bradway et al., 
2017, p. 2). Furthermore, it provides a more equal access to healthcare, as it can 
enable patients in remote and underserved areas a better access to care and 
guidance, allowing them to better self-manage their healthcare from within their own 
home (European Commission, 2014; World Health Organization, 2016). This is 
especially relevant for the care and management of chronic illnesses, as patients 
can reduce the number hospital visits for routine check-ups and instead monitor and 
manage their clinical data from the comfort of their home (Anderson, Burford, & 
Emmerton, 2016; World Health Organization, 2016). The increasing level of self-
managHPHQWLVDOVRFHQWUDOIRUWKHJURZLQJGHPDQGIRUSDWLHQWHPSRZHUPHQW³DV
consumers demand more accessibility to their medical health professionals and 
WUDQVSDUHQF\LQKHDOWKFDUHEHFRPHVPRUHLPSRUWDQW´(Statista, 2016). 
However, the overwhelming number of mHealth solutions also presents cause for 
concern, as due to ³WKHLUYDULHW\FRQVXPHUVSDWLHQWVRUKHDOWKFDUHSURIHVVLRQDOV
PD\ILQGLWGLIILFXOWWRFKRRVHWKHULJKWP+HDOWKVROXWLRQRUDSS´(European 
Commission, 2014, p. 12). Furthermore, several academic and clinical reviews have 
revealed issues among numerous health apps, in terms of lacking data 
management, validity and adherence to evidence-based practices (Arxan, 2016; 
Report On International Practice On Digital Apps 
 
IVA5020                                                                 EXTERNAL                                                                7 
Bardus, van Beurden, Smith, & Abraham, 2016; Breton, Fuemmeler, & Abroms, 
2011; Dehling, Gao, Schneider, & Sunyaev, 2015; Pagoto, Schneider, Jojic, 
DeBiasse, & Mann, 2013; Wicks & Chiauzzi, 2015). Yet, as shown throughout this 
landscape review, several initiatives have already been implemented to tackle these 
issues, as the potential of mHealth is being recognised.  
As clinical evidence for the mHealth efficacy and cost-effectiveness is still scarce, 
this may, along with safety and validity concerns, lead to hesitation among HSCPs 
for recommending mHealth solutions to their patients (Boudreaux et al., 2014; 
European Commission, 2014). Having said that, the evidence-base is rapidly 
growing, as ´FRQWLQXHGLQYHVWPHQWLQHYLGHQFHJHQHUDWLRQFRQWLQXHVDFURVV
VWDNHKROGHUV´(IQVIA Institute, 2017, p. 2).  
There are currently more than 860 clinical trials on Digital tools and mHealth apps 
worldwide. Furthermore, several initiatives around the world are taking place to 
assess, evaluate and guide Health & Social Care Professionals (HSCPs), healthcare 
organisations, patients and app developers towards safe and secure mHealth 
solutions (Bradway et al., 2017). As the initiatives differ in their approach and extent, 
we come to the aim of this landscape review. 
Aim and Approach of the Landscape Review 
This landscape review was carried out for the mPower project to help the project 
partners to navigate the vast number of available health and wellbeing apps and 
services, and to help them to identify those necessary for achieving the key mPower 
project objectives: 
x Establish cross sectoral collaboration across Ireland, Northern Ireland and 
Scotland to support greater mobility, confidence and reach of health and 
care professionals and services; 
x Support 2,500 people to self-manage their health and wellbeing more 
effectively in the community;  
x Deliver 4,500 eHealth interventions increasing awareness of their benefits 
in supporting sustainable service delivery; 
x Deliver training programmes to 420 health and care providers; 
x Effectively engage individuals, community organisations and services in 
redesign of health and care services. 
To accomplish this, seventeen current international practices, frameworks, 
methodologies, guidelines and assurance processes for digital health and wellbeing 
services/apps have been identified, examined and compared. The review of these 
will enable the mPower project to draw upon consistent international themes/trends 
in the field and help them to choose the most suitable approach for assessing, 
evaluating and selecting mPower digital applications to support healthy and 
connected communities.  
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To support the overarching project objectives, the landscape review will also identify 
potential mPower services in the following clinical/wellbeing areas for intervention: 
x Diabetes management 
x COPD 
x Positive mental health 
x Physical activity and weight loss 
x Healthy eating 
x Cancer support 
x Heart failure 
x Sleep management 
x :KDW¶VRQ6RFLDOQHWZRUNV 
x Social isolation 
By identifying, evaluating and eventually implementing mPower services in these 
areas, the targeted citizens will be enabled to live well, safely and more 
independently in the comforts of their own homes and communities.  
 
Methods  
This landscape review is based on a systematic literature search. An initial scoping 
of electronic databases (Google Scholar, PubMed, NCBI and more) was carried out 
to identify relevant literature, including both academic studies and grey literature 
relating to the current assessments of mHealth and health and wellbeing 
apps/services.  
The search took place in November 2017, where the databases was searched for 
material from between January 2007 and November 2017, supplemented by 
reference tracking. This search provided sources, which include academic papers, 
governmental and vendor websites, policy documents, legislations, follow up reports, 
news items, technology reviews, end user experience reports, expert presentations, 
clinical trials etc.  
Subsequently, a final search was conducted, where the identified sources have been 
reviewed with a set of inclusion/exclusion criteria, filtering the results and ensuring 
the validity and relevance of the sources (Inclusion/exclusion criteria can be found in 
Appendix 3). The selected sources have subsequently undergone a critical 
appraisal, where the content has been analysed in depth and compared against 
each other and the project requirements.  
This report covers the findings, options, conclusions and recommendations for the 
future eHealth interventions of digital health and wellbeing mPower services.  
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1 CURRENT INITIATIVES FOR ASSESSING & 
DEVELOPING MHEALTH SERVICES 
Within this section, seventeen international initiatives listed in Appendix 1 will be 
examined in depth, focussing on their concurring quality parameters. The various 
initiatives, frameworks and guidelines for assessing, using, recommending and 
developing mobile health and wellbeing apps and services include both academic, 
national, regional and cross borders initiatives from around the globe.  
1.1 Concurring Quality Parameters 
Several efforts are already globally in place to tackle the growing mHealth field. Even 
though these initiatives vary in their approach and targeted audience, several of the 
initiatives share a number of commonalities and concurring parameters, identified 
within their underlying groupings and taking into account the changing terminology. 
To gain a better overview of these commonalities, all the identified criteria and 
assessment parameters found in the initiatives have been gathered in Appendix 4. 
These have subsequently been grouped, leading to the following matrix, outlining the 
seven most common criteria, as seen below: 
Criteria / 
Initiative 
5
.1
.1
.1
 
5
.1
.2
.1
 
5
.1
.2
.2
 
5
.1
.2
.3
 
5
.1
.2
.4
 
5
.1
.2
.5
 
5
.1
.2
.6
* 
5
.1
.2
.7
 
5
.1
.2
.8
* 
5
.1
.2
.9
 
5
.1
.2
 .
1
0
 
5
.1
.2
.1
1
* 
5
.1
.2
 .
1
2
 
5
.1
.2
.1
3
* 
5
.1
.3
.1
* 
5
.1
.3
.2
* 
5
.1
.3
.3
 
Privacy / Data 
protection 
 X X X X X X X X X X X X X X X X 
Credible 
sources / 
Evidence-
based 
information 
X X X X X X X X X X X X  X X  X 
Functionality  X X X X X X X X X X X X X X   X 
Security / 
Authenticatio
n 
 X X X X X  X X X X X X X X  X 
Usability / 
User 
experience 
X X X X X X  X  X X X  X   X 
Effectiveness 
/ Impact 
X  X X    X X X  X X  X  X 
Interoperabili
ty  
   X  X    X X X X X X  X 
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*Currently not applied 
Report On International Practice On Digital Apps 
 
IVA5020                                                           EXTERNAL                                                                               11 
1.1.1 Privacy / Data Protection 
µ3ULYDF\'DWDSURWHFWLRQ¶LVWKHPRVWFRPPRQTXDOLW\FULWHULDLGHQWLILHGDFURVVDOO
initiatives, having been identified in sixteen out the seventeen initiatives covered. 
The criterion entails an assessment of whether an app has taken necessary 
measures to comply with data protection legislations and allows the users to manage 
their personal data. The examined initiatives use varying terminology to refer to this 
criterion, and it also has differing coverage, as seen in the next two examples.  
Firstly, in the Andalusian initiative, the criterion has been identified within the area of 
µ&RQILGHQWLDOLW\DQG3ULYDF\¶6HFWLRQ5.1.2.1). Within this area, the transparency is 
assessed, among others, with regard to the ³GDWDWREHFROOHFWHGDQGWKHUHDVRQ
about the access policies and data treatment, and about possible commercial 
DJUHHPHQWVZLWKWKLUGSDUWLHV´(Agencia de Calidad Sanitaria de Andalucía, n.d.-b).  
In the second example, the Xcertia initiative, the criterion is identified within the area 
RIµ$SS3ULYDF\¶HQWDLOLQJWKHDSS¶VDELOLW\WRSURWHFW³WKHXVHU¶VLQIRUPDWLRQLQFOXGLQJ
Protected Health Information (PHI) in full compliance with all applicable laws, rules 
DQGUHJXODWLRQV´(Xcertia, 2017d, Section 5.1.2.13).  
2WKHUFULWHULDRUDVVHVVPHQWDUHDVZKHUHµ3ULYDF\'DWDSURWHFWLRQ¶KDYHEHHQ
LGHQWLILHGLQFOXGHµ3ULYDF\¶µ6HFXULW\¶µ3ULYDF\DQG6HFXULW\¶µ3ULYDF\	
&RQILGHQWLDOLW\¶µ3ULYDF\DQG'DWD3URWHFWLRQ¶µ'DWD¶µ,QIRUPDWLRQ6HFXULW\¶ and 
µ,QIRUPDWLRQ*RYHUQDQFH¶. 
1.1.2 Credible Sources / Evidence-Based Information  
µ&UHGLEOHVRXUFHV(YLGHQFH-EDVHGLQIRUPDWLRQ¶LVWKHVHFRQGPRVWFRPPRQTXDOLW\
criteria identified among the initiatives, identified in fifteen out of the seventeen 
initiatives. The criterion involves assessing the information source the app uses, and 
the content of that information. These should preferably be evidence-based. 
Examples of the varying terminology used to refer to this criterion include 
µ,QIRUPDWLRQ¶DVIRXQGLQWKH0$56WRRO6HFWLRQ5.1.1.1), which assesses whether 
WKHDSSFRPHVIURPDFUHGLEOHDQGOHJLWLPDWHVRXUFHDQGZKHWKHUWKHDSS¶VFRQWHQW
has been ³YHULILHGE\HYLGHQFH´(Stoyanov et al., 2015: Appendix 2).  
Another example is found within the WHO MAPS toolkit (Section 5.1.3.3), in which 
µ6FLHQWLILFEDVLV¶KDVEHHQLGHQWLILHGIRUHIIHFWLYHO\VFDOLQJXSDKHDOWKDQGZHOOEHLQJ
app (World Health Organization, 2015)7KHµ6FLHQWLILFEDVLV¶DVVHVVHVZKHWKHUWKH
app is ³DOLJQHGZLWKVFLHQWLILFDOO\YDOLGDWHGKHDOWKLQWHUYHQWLRQV³(World Health 
Organization, 2015, p. 12) DQGSRWHQWLDOO\KDVORFDOYDOLGDWLRQWRHQVXUHWKHDSS¶V
appropriateness for the specific market.  
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These are just two examples from the examined initiatives. Other examples have 
EHHQLGHQWLILHGLQWKHIROORZLQJDVVHVVPHQWDUHDVRUTXDOLW\FULWHULDµ$XWKRUVKLS¶
µ7UDQVSDUHQF\¶µ&RQWHQWDQG,QIRUPDWLRQ6RXUFHV¶µ4XDOLW\DQG6DIHW\RI
,QIRUPDWLRQ¶µ6RXUFHV¶µ,QGLFDWRUVRI(IIHFWLYHQHVV¶µ5HOLDELOLW\RILQIRUPDWLRQ¶
µ&RQWHQW¶µ$FFXUDF\RI,QIRUPDWLRQ¶ µ$SS&RQWHQW¶ µ4XDOLW\RI*HQHUDO0HGLFDO
3URILFLHQF\¶µ3URMHFW'RFXPHQWDWLRQ¶(YLGHQFH%DVH¶DQGµ+HDOWK&RQWHQW¶ 
1.1.3 Functionality 
µ)XQFWLRQDOLW\¶KDVDOVREHHQLGHQWLILHGZLWKLQ fifteen of the examined initiatives. This 
FRYHUVWKHDSS¶VIXQFWLRQDOLW\DQGSHUIRUPDQFHDVVHVVLQJZKHWKHUWKHDSSZRUNVDV
intended. As with the other criteria, this criterion covers divergent aspects of 
functionality using a varying terminology. For example, the Xcertia initiative (Section 
5UHIHUVWRIXQFWLRQDOLW\E\WKHWHUPRIµ$SSRSHUDELOLW\¶ZKLFK³DVVHVV
whether a mobile health app installs, loads, and runs in a manner that provides a 
reasonable user experience´(Xcertia, 2017d). To assess this, Xcertia presents 
seven underlying criteria, which cover aspects such as reliability and connectivity 
DQGZKHWKHUWKHDSS´LQVWDOOVODXQFKHVDQGUXQVFRQVLVWHQWO\´ (Ibid.).  
$QRWKHUH[DPSOHLVIRXQGLQµ5HOLDELOLW\SHUIRUPDQFHDQGVFDODELOLW\¶ within the 
Publicly Available Specification (PAS) for health and wellness apps developed by the 
British Standards Institution (BSI) (Section 5.1.2.10). The PAS covers this by 
addressing ³both the performance of the app itself, and the supporting infrastructure, 
VXFKDVZHEVHUYLFHVWKDWWKHDSSPD\UHO\RQ´ (BSI, 2015, p. 5). This includes 
taking into account aspects such as loading time, data storage, battery usage and 
more (BSI, 2015). 
2WKHUFKDUDFWHULVWLFVRIµ)XQFWLRQDOLW\¶KDYHEHHQLGHQWLILHGZLWKLQWKHIROORZLQJ
TXDOLW\FULWHULDDQGSDUDPHWHUVµ6FLHQWLILFEDVLV¶µ)XQFWLRQDOLW\¶µ7HVWLQJDQG
7HFKQLFDO6WDELOLW\¶µ7HFKQLFDOIXQFWLRQDOLW\¶µ7HFKQLFDOVWDELOLW\¶µ7HFKQRORJ\¶DQG
µ7HFKQLFDOFRQWHQW¶ 
1.1.4 Security / Authentication 
7KHTXDOLW\FULWHULRQRIµ6HFXULW\DXWKHQWLFDWLRQ¶KDVEHHQLGHQWLILHGLn fourteen of 
the examined initiatives with varying terminology and extent. The criterion entails 
incorporating security and authentication methods in the app to avoid unauthorised 
access to personal data.  
An example of the varying terminology and coveragHLVIRXQGLQµ,QIRUPDWLRQ
6HFXULW\¶ZLWKLQWKH1RUZHJLDQVHOI-declaration scheme (Section 5.1.2.8). Within 
µ,QIRUPDWLRQ6HFXULW\¶WKHDSSVKRXOGXVHYHULILHGDXWKHQWLFDWLRQPHWKRGVWR
authenticate the user, use encryption and preferably store all personal data locally 
on the device (Direktoratet for e-helse, 2016). Information detailing these efforts 
should also be easily available to the users of the app.  
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On the other hand, a more detailed and comprehensive example, is found within the 
French initiative (Section 5LQZKLFKWKHFULWHULRQRIµ6HFXULW\5HOLDELOLW\¶
presents seventeen underlying cyber security functions, which are assessed (Haute 
Autorité de Santé, 2016). These range from authentication methods and encryption 
to threat analysis, data integrity, security maintenance, data breaches and much 
more.  
7KHµ6HFXULW\DXWKHQWLFDWLRQ¶FULWHULRQKDVEHHQLGHQWLILHGZLWKLQWKHIROORZLQJFULWHULD
RUDUHDVRIDVVHVVPHQWµ$XWKHQWLFDWLRQ¶µ/RJLFDO6HFXULW\¶µ$SS6HFXULW\¶
µ,QIRUPDWLRQ6HFXULW\¶µ6HFXULW\DQG3ULYDF\¶ µ'DWD¶DQGµ6HFXULW\¶DQGµ&\EHU
VHFXULW\¶ 
1.1.5 Usability / User Experience 
µ8VDELOLW\XVHUH[SHULHQFH¶KDVEHHQLGHQWLILHGZLWKLQWZHOYHRIWKHH[DPLQHG
initiatives. These cover the user experience, ease of access and general use of the 
app. As with the other criteria, there is great variance in terms of the extent of 
coverage and terminology. The Catalonian initiative (Section 5.1.2.4) has an 
HVSHFLDOO\H[WHQVLYHFRYHUDJHIRUµ8VDELOLW\¶ZLWKIRUW\-eight underlying quality 
criteria, including aspect such as the visual elements in the app, which should be 
easily ³LGHQWLILDEOHHOHPHQWVDQGHDV\WRXVH´ (TIC Salut, n.d.-a, p. :3). Furthermore, 
ZLWKLQWKH&DWDORQLDQLQLWLDWLYHµXVDELOLW\¶FRYHUVDVSHFWVVXFKDVIRQWVVRXQGDOHUWV
colour inversion, intuitive navigation, boot time, information architecture, 
accessibility, colour coding and much more.  
$QRWKHUH[DPSOHRIYDULDWLRQLVIRXQGZLWKLQWKHFULWHULRQRIµ8VDELOLW\	DFFHVVLELOLW\¶
from the DAQs (Section 5ZKLFKDGGUHVVHVWKHVHUYLFH¶VDELOLW\WR³PHHWWKH
needs of a diverse set of users, including people with disabilities or those with limited 
WHFKQLFDONQRZOHGJH´(Public Health England, 2017a). This includes assessing 
whether key principles of user centred design have been considered and whether 
users have been involved throughout the development of the service (Ibid.). 
Furthermore, it determines whether the service have conformed with current 
accessibility standards and guidelines (Ibid.).   
µ8VDELOLW\XVHUH[SHULHQFH¶KDVEHHQLGHQWLILHGZLWKLQWKHIROORZLQJFULWHULDDQG
DVVHVVPHQWDUHDV
8VDELOLW\¶
8VDELOLW\7HVWLQJ¶µ8VDELOLW\GHVLJQ¶µ$SS2SHUDELOLW\¶
µ8VDELOLW\8VH¶µ6FLHQWLILFEDVLV¶µ(QJDJHPHQW¶ µ'HVLJQDQG$SSURSULDWHQHVV¶ 
µ)XQFWLRQDOLW\¶, µ8VDELOLW\6WDQGDUGV¶ µDQGµ,QIRUPDWLRQ¶ 
1.1.6 Effectiveness / Impact  
µ(IIHFWLYHQHVV,PSDFW¶KDVEHHQLGHQWLILHGZLWKLQten of the examined initiatives, 
covering the perceived impact and the achieved benefit of using the health app 
intervention. Again, the criterion can be found with varying terminology and extent. 
An example of this is found in the DAQs (Section 5ZLWKLQWKHµ,QGLFDWRUVRI
(IIHFWLYHQHVV¶(Health Developer Network, 2017)7KHµ,QGLFDWRUVRI(IIHFWLYHQHVV¶
covers the intended purpose and use, the general evidence base used in the 
development of the app, the specific evidence demonstrating the benefits and 
Report On International Practice On Digital Apps 
 
IVA5020                                                                 EXTERNAL                                                                14 
effectiveness reached by using the app/service, and if applicable, any ongoing 
studies, assessing the achieved benefits of the app. 
$QRWKHUH[DPSOHRIµ(IIHFWLYHQHVV,PSDFW¶LVIRXQGZLWKLQWKH$XVWUDOLDQLQLWLDWLYH
(Section 5.1.2.2), iQZKLFKWKHµEHKDYLRXUDOFKDQJHHIIHFWLYHQHVV¶ZDVDVVHVVHGIRU
the apps recommended through their app library (VicHealth, 2016b). To assess this, 
the CALO-RE taxonomy of behavioural change techniques was used, determining 
thHDSSV¶³SRWHQWLDOWRDIIHFWEHKDYLRXUFKDQJHLQUHODWLRQWRIDFWRUVVXFKDVJRDO
VHWWLQJDFWLRQSODQQLQJEDUULHULGHQWLILFDWLRQDQGSUREOHPVROYLQJ´ (VicHealth, 
2016b).  
µ(IIHFWLYHQHVV,PSDFW¶KDVEHHQLGHQWLILHGZLWKLQ the following terminology and 
DUHDVRIDVVHVVPHQWµ,QGLFDWRUVRI(IIHFWLYHQHVV¶ µ6FLHQWLILFEDVLV¶, µ$FFHSWDELOLW\¶
µ$SS-VSHFLILF¶µ(YDOXDWLRQUHVHDUFK¶µ,PSDFW(YDOXDWLRQ¶µ'HPRQVWUDWLRQRILPSDFW¶, 
µ(YDOXDWLRQ5HVHDUFK¶ DQGµ4XDOLW\RI*HQHUDO0HGLFDO3URILFLHQF\¶ 
1.1.7 Interoperability 
µ,QWHURSHUDELOLW\¶KDVEHHQLGHQWLILHGZLWKLQQLQHRIWKHH[DPLQHGLQLWLDWLYHV7KLV
DGGUHVVHVWKHDSS¶VLQWHURSHUDELOLW\DQGcompatibility with other platforms and 
information systems like EHRs. An example of the varying terminology used is found 
in the PAS (Section 5.1.2.10), in which interoperability is covered within the criterion 
µ&RPSDWLELOLW\DQG3RUWDELOLW\¶7KLVFRYHUVWKH³different platform configurations and 
the ways that information collected or used by the app may be reused, under 
DSSURSULDWHSULYDF\FRQWUROV´(BSI, 2015, p. 5).  
Within the Canadian initiative (Section 5µ,QWHURSHUDELOLW\¶LVDOVREULHIO\
DGGUHVVHGLQWKHFKDUDFWHULVWLFRIµ)UDJPHQWDWLRQRIKHDOWKLQIRUPDWLRQ¶ZKLFKUHIHUV
to the growing range of apps and various destinations, where health information can 
be stored (Canadian Medical Association, 2015b). Due to this, it is recommended 
that HSCP should  ³UHFRPPHQGPRELOHKHDOWKDSSOLFDWLRQVZKLFKFRQWULEXWHWRUREXVW
H[LVWLQJGDWDUHSRVLWRULHVHVSHFLDOO\DQH[LVWLQJ(05´ (Canadian Medical 
Association, 2015b, p. 5). 
7KHµ,QWHURSHUDELOLW\¶FULWHULRQKDVDOVREHHQLGHQWLILHGZLWKLQWKHIROORZLQJTXDOLW\
FULWHULDRUDUHDVRIDVVHVVPHQWµ6WDQGDUGLVDWLRQ¶µ&RPSDWLELOLW\DQG3RUWDELOLW\¶µ$SS
2SHUDELOLW\¶ DQGµ,QWHURSHUDELOLW\¶ 
As seen above, the examined initiatives have a fair share of commonalities, though 
they are still ³KDSSHQLQJLQVLORVDQGDUHRIWHQVSHFLILFWRDVLQJOHFRXQWU\RUPHGLFDO
V\VWHP´ (Bradway et al., 2017, p. 2). This might also be the reason for the low 
number of cross border initiatives, compared to the number of academic, national 
and regional initiatives identified. Although, as mentioned in the Overview, the 
evidence-base for mHealth is rapidly growing along with investments in the field, 
something that might lead to more cross border initiatives and shared efforts.  
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2 MAIN CHALLENGES 
In this section, the main challenges and considerations for the mPower project to 
successfully assess and implement health and wellbeing apps on a cross border 
basis, will be briefly discussed. 
The first challenge is proposed by the fast pace and growth of the mHealth field.  
The large amount of health and wellbeing apps can, as mentioned in the Overview 
become overwhelming and confusing for both patients and HSCPs when searching 
for specific apps to use or recommend. Furthermore, the fast pace of change makes 
identifying safe and effective apps even harder, as ³OLWHUDWXUHEHFRPHVRXWGDWHG
quickly because of the constantly evolving market´(Boudreaux et al., 2014, p. 364). 
Additionally, as the target group for the mPower project is the elderly population, 
digital literacy might also prove challenging (Loureiro & Barbas, 2014). A basic level 
of digital literacy will be necessary to successfully use health and wellbeing apps and 
gain the intended outcome in terms of better self-management (Neter & Brainin, 
2012).  
Another important aspect to consider is the approaching General Data Protection 
Regulation (GDPR), which presents both HSCPs and app developers with new 
requirements, which they need to comply with for the safe and appropriate handling 
of personal data. Therefore, it becomes vital to ensure that the implemented apps 
have been adjusted to the new regulations. Factors to take into account include data 
protection by design and default, accountability, governance, transparency and 
consent requirements. It will also be necessary to consider if the mPower project 
partner organisations will need a data protection officer, if the role is not already in 
place (NHS Digital, 2018).  
It is also important to consider the involvement of app developers, as many of the 
examined initiatives are based on self-assessment aimed at the app developer. This 
might complicate the evaluation by the mPower project, as some of the necessary 
information requires insight from the app developers. In addition to this, before the 
assessment can be carried out, it is vital to determine whether the chosen app(s) are 
defined as medical devices, as the regulatory and legal requirements for such are 
much more comprehensive. To determine this, the MHRA guidance 'Medical device 
stand-alone software, including apps' can be used (Medicines and Healthcare 
products Regulatory Agency, 2017). The assessment and quality assurance of 
medical devices has not been covered specifically within this paper, as the initial 
scope of the landscape review targeted the assessment of health and wellbeing 
apps and not medical devices. 
Additionally, as the mPower project is a cross-border project between Ireland, 
Northern Ireland and Scotland, the cross-border infrastructure and sharing of health 
data might become necessary. However, currently such infrastructure for cross-
border sharing is not in place in the UK. It might be beneficial to look to Finland and 
Estonia for inspiration for sharing health data across borders (e-Estonia, 2016). 
Furthermore, as the intended cross-border collaboration occurs in rural and remote 
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locations, connectivity might also become an issue, which needs to be addressed to 
ensure that the selected apps / services can function as intended.   
Lastly, the potential liability QHHGVWREHLGHQWLILHGDV³liability arising from the use of 
an mHealth VROXWLRQPD\EHFRPSOH[EHFDXVHRIWKHQXPHURXVDFWRUVLQYROYHG´
(European Commission, 2014, p. 16). 
 
3 KEY FINDINGS AND RECOMMENDATIONS 
This section presents the key findings and recommendations derived from the 
examined initiatives, which predominantly revolves around the concurring quality 
parameters examined in Section 1.1. The seven concurring quality parameters are:  
1 Privacy / Data protection 
2 Credible sources / Evidence-based information 
3 Usability / user experience 
4 Functionality  
5 Security / authentication 
6 Effectiveness / Impact 
7 Interoperability 
These parameters provide a good overview and understanding of the potential 
quality parameters and criteria worth considering when developing, assessing, 
implementing and recommending mobile health and wellbeing apps. Furthermore, 
the seven parameters can act as an indicator of the current best practices around 
the world, something that can aid the mPower project in choosing their preferred 
approach. For example, the parameters can be used to combine or adapt current 
efforts and frameworks to the specific needs of the mPower project and ensure that 
all the necessary aspects are covered by whichever assessment process is decided 
upon.  
Inspiration for such an approach can be found in the case of VicHealth (Section 
5.1.2.2), which combined the recognised and easily available MARS tool (Section 
5.1.1.1). This was done by supplementing and strengthening the original 
µ(IIHFWLYHQHVV,PSDFW¶DVVHVVPHQWRIWKH0$56WRROZLWKDQHVWDEOLVKHGWD[RQRP\
for behavioural change techniques.  
,IWKHP3RZHUSURMHFW¶VSUHIHUHnce is for a complete pre-existing initiative, the DAQs 
developed by NHS England (Section 5.1.2.9) would be the author's recommended 
framework. The DAQs framework provides a comprehensive coverage of all seven 
identified parameters, which also have local relevance and adaption within the UK, 
contrary to the WHO and Canadian initiatives. Moreover, due to the temporary 
nature of the mPower project, it might be beneficial to work with a permanent 
national organisation in one of the partner countries to progress a suitable long-term 
solution instead of creating or combining a new framework. 
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However, as suggested in the French, German and Catalonian initiatives (Section 
5.1.2.4-6), it might also be worth considering a risk-based approach, as ³$SSV6'V
have differHQWOHYHOVRIULVN³  (Haute Autorité de Santé, 2016, p. 14), and not all of 
these seven parameters will be relevant for all types of apps. For example, it will not 
be necessary to assess an app providing exclusively general health information and 
DGYLFHIRUµ3ULYDF\'DWDSURWHFWLRQ¶µ6HFXULW\DXWKHQWLFDWLRQ¶RUIRU
µ,QWHURSHUDELOLW\¶LIWKHDpp does not handle personal data or connect with third party 
VHUYLFHV<HWRQWKHRWKHUKDQGµ&UHGLEOHVRXUFHV(YLGHQFH-EDVHGLQIRUPDWLRQ¶
ought to be assessed rigorously, ensuring the information is correct and not 
misleading users. Due to this, a risk-based assessment could be beneficial for 
adapting and selecting appropriate quality parameters or criteria necessary for 
assessing a specific app.  
Finally, it should be noted that the initiatives covered within this report do not form an 
exhaustive list of the current efforts to develop or assess mobile health and wellbeing 
apps, as several commercial offerings also exist. These include among others Our 
Mobile Health (2017), Medappcare (2018) and ORCHA (2017b), as referenced in 
Appendix 2. However, these initiatives have not been included in the scope of this 
report, as the initial focus was primarily on national, regional and cross border 
initiatives. Furthermore, the commercial offerings review processes are often 
unpublished or very limited in their publicly available extent.  
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5 APPENDIX 
5.1 Appendix 1 ± Current Initiatives 
5.1.1 Academic Initiatives  
There is an increasing number of national and international academic studies, 
literature reviews, systematic reviews, clinical studies and case studies examining 
the use of mHealth services (Boudreaux et al., 2014). One initiative in particular 
recurs in both the academic, regional and national initiatives: the Australian Mobile 
Application Rating Scale (MARS), which ³2QDQLQGLYLGXDOOHYHO(is) the assessment 
VFDOHIRXQGPRVWRIWHQLQWKHOLWHUDWXUH´(Haute Autorité de Santé, 2016, p. 10). 
Consequently, the MARS tool has been included within this report and will be 
examined below. 
 
5.1.1.1 Mobile Application Rating Scale (MARS) 
The MARS tool was developed at Queensland University of Technology in 2015 to 
SURYLGHDVWDQGDUGL]HG³PXOWLGLPHQVLRQDOmeasure of the app quality indicators of 
engagement, functionality, aesthetics, and information quality, as well as app 
VXEMHFWLYHTXDOLW\´(Stoyanov et al., 2015, p. 6). These indicators were identified 
through an extensive literature search RQ³H[SOLFLW:HE- or app-related quality rating 
FULWHULD´(Stoyanov et al., 2015, p. 2). As a result, a total of 372 explicit criteria were 
identified and extracted, and subsequently grouped into the five broad categories or 
indicators.  Additionally, a sixth indicator, app-specific aspects, was added to obtain 
information on the perceived impact of the specific app.  All six indicators will be 
examined below. 
Engagement  
µ(QJDJHPHQW¶REMHFWLYHO\H[DPLQHVZKHWKHUWKHDSSLV³IXQLQWHUHsting, 
customisable, interactive (e.g. sends alerts, messages, reminders, feedback, 
enables sharing), well-WDUJHWHGWRDXGLHQFH´(Stoyanov et al., 2015: Appendix 2). In 
order to assess this, five underlying criteria RUµLWHPV¶ZHUHFUHDWHGHDFKRIZKLFK
are rated using a five-SRLQWVFDOHUDQJLQJIURP³1-Inadequate, 2-Poor, 3-Acceptable, 
4-Good, 5-Excellent´(Stoyanov et al., 2015: Appendix 2). The five underlying 
criteria are seen below, along with their formulated descriptions: 
x Entertainment ± ³,VWKHDSSIXQHQWHUWDLQLQJWRXVH"'RHVLWXVHDQ\VWUDWHJLHV
WRLQFUHDVHHQJDJHPHQWWKURXJKHQWHUWDLQPHQWHJWKURXJKJDPLILFDWLRQ"´
(Stoyanov et al., 2015: Appendix 2). 
x Interest ± ³,VWKHDSSLQWHUHVWLQJWRXVH"'RHVLWXVHDQ\VWUDWHJLHVWRLQFUHDVH
HQJDJHPHQWE\SUHVHQWLQJLWVFRQWHQWLQDQLQWHUHVWLQJZD\"´ 
x Customisation ± ³'RHVLWSURYLGHUHWDLQDOOQHFHVVDU\VHWWLQJVSUHIHUHQFHVIRU
apps IHDWXUHVHJVRXQGFRQWHQWQRWLILFDWLRQVHWF"´ 
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x Interactivity ± ³'RHVLWDOORZXVHULQSXWSURYLGHIHHGEDFNFRQWDLQSURPSWV
(reminders, sharing options, notifications, etc.)? Note: these functions need to 
be customisable and not overwhelming in ordeUWREHSHUIHFW´ 
x Target group ± ³,VWKHDSSFRQWHQWYLVXDOLQIRUPDWLRQODQJXDJHGHVLJQ
DSSURSULDWHIRU\RXUWDUJHWDXGLHQFH"´ 
Each of these are reviewed using individual descriptors for the five-point scale, 
where for example entertainment is rated between 1, the inadequate score for ³'XOO
not fun or entertaining at all´(Stoyanov et al., 2015: Appendix 2) and 5, the excellent 
score for ³+LJKO\HQWHUWDLQLQJDQGIXQZRXOGVWLPXODWHUHSHDWXVH´ (Ibid.). 
As all five items are reviewed in this way, a mean score is calculated for the overall 
level of engagement of the app.  
Functionality 
µ)XQFWLRQDOLW\¶HQWDLOVWKHIROORZLQJ³DSSIXQFWLRQLQJHDV\WROHDUQQDYLJDWLRQIORZ
logic, and gestural design of app´(Stoyanov et al., 2015: Appendix 2), which is 
objectively reviewed with four underlying criteria,  as seen below: 
x Performance ± ³+RZDFFXUDWHO\IDVWGRWKHDSSIHDWXUHVIXQFWLRQVDQG
components (buttons/menus) worN"´(Stoyanov et al., 2015: Appendix 2). 
x Ease of use ± ³+RZHDV\LVLWWROHDUQKRZWRXVHWKHDSSKRZFOHDUDUHWKH
PHQXODEHOVLFRQVDQGLQVWUXFWLRQV"´ 
x Navigation ± ³,VPRYLQJEHWZHHQVFUHHQVORJLFDODFFXUDWHDSSURpriate/ 
XQLQWHUUXSWHGDUHDOOQHFHVVDU\VFUHHQOLQNVSUHVHQW"´ 
x Gestural design ± ³$UHLQWHUDFWLRQVWDSVVZLSHVSLQFKHVVFUROOVFRQVLVWHQW
DQGLQWXLWLYHDFURVVDOOFRPSRQHQWVVFUHHQV"´ 
Each of these are reviewed using the tailored five-point scale, whereas for example 
LQWKHFULWHULRQRIµSHUIRUPDQFH¶WKHUDWLQJUDQJHVEHWZHHQWKHµLQDGHTXDWHVFRUH¶IRU
³$SSLVEURNHQQRLQVXIILFLHQWLQDFFXUDWHUHVSRQVHHJFUDVKHVEXJVEURNHQ
features, etc.)´(Stoyanov et al., 2015: Appendix 2) DQGWKHµH[FHOOHQWVFRUH¶IRU
³3HUIHFWWLPHO\UHVSRQVHQRWHFKQLFDOEXJVIRXQGFRQWDLQVDµORDGLQJWLPHOHIW¶
LQGLFDWRU´ (Ibid.). 
Aesthetics 
7KHµ$HVWKHWLFV¶FRYHUV ³JUDSKLFGHVLJQRYHUDOOYLVXDODSSHDOFRORXUVFKHPHDQG
stylistic conVLVWHQF\´(Stoyanov et al., 2015: Appendix 2), which have been divided 
into three underlying criteria:  
x Layout ± ³LVDUUDQJHPHQWDQGVL]HRIEXWWRQVLFRQVPHQXVFRQWHQWRQWKH
screen appropriate or zoomable if needed?´(Stoyanov et al., 2015: Appendix 
2). 
x Graphics ± ³+RZKLJKLVWKHTXDOLW\UHVROXWLRQRIJUDSKLFVXVHGIRU
EXWWRQVLFRQVPHQXVFRQWHQW"´ 
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x Visual appeal ± ³+RZJRRGGRHVWKHDSSORRN" 
These are rated as previously coverHGZKHUHIRUH[DPSOHµJUDSKLFV¶UDQJHIURP
the inadequate score of ³*UDSKLFVDSSHDUDPDWHXUYHU\SRRUYLVXDOGHVLJQ- 
disproportionate, completely stylistically inconsistent´(Stoyanov et al., 2015: 
Appendix 2)  to the excellent score of ³9HU\KLJKTXDOLW\UHVROXWLRQJUDSKLFVDQG
visual design - SURSRUWLRQDWHVW\OLVWLFDOO\FRQVLVWHQWWKURXJKRXW´ 
Information  
µ,QIRUPDWLRQ¶FRYHUVWKHTXDOLW\RIWKHLQIRUPDWLRQSURYLGHGLQWKHDSSZKLFKVKRXOG
be based on credible VRXUFHVFRQWDLQLQJ³KLJKTXDOLW\LQIRUPDWLRQHJWH[W
IHHGEDFNPHDVXUHVUHIHUHQFHV´(Stoyanov et al., 2015: Appendix 2).To objectively 
assess this, seven underlying criteria have been developed: 
x Accuracy of app description ± ³'RHVDSSFRQWDLQZKDWLVGHVFULEHG"´
(Stoyanov et al., 2015: Appendix 2). 
x Goals ± ³'RHVDSSKDYHVSHFLILFPHDVXUDEOHDQGDFKLHYDEOHJRDOVVSHFLILHG
in app store description or within tKHDSSLWVHOI"´ 
x Quality of information ± ³,VDSSFRQWHQWFRUUHFWZHOOZULWWHQDQGUHOHYDQWWR
WKHJRDOWRSLFRIWKHDSS"´ 
x Quantity of information ± ³,VWKHH[WHQWFRYHUDJHZLWKLQWKHVFRSHRIWKHDSS
DQGFRPSUHKHQVLYHEXWFRQFLVH"´ 
x Visual information ± ³,VYLVXDOH[SODQDWLRQRIFRQFHSWV± through 
charts/graphs/images/videos, etc. ± FOHDUORJLFDOFRUUHFW"´ 
x Credibility ± ³'RHVWKHDSSFRPHIURPDOHJLWLPDWHVRXUFHVSHFLILHGLQDSS
VWRUHGHVFULSWLRQRUZLWKLQWKHDSSLWVHOI"´ 
x Evidence base ± ³+DVWKHDpp been trialled/tested; must be verified by 
HYLGHQFHLQSXEOLVKHGVFLHQWLILFOLWHUDWXUH"´ 
An example of the tailored five-SRLQWVFDOHIRUWKHFULWHULDRIµTXDOLW\RILQIRUPDWLRQ¶
range between an inadequate score of ³,UUHOHYDQWLQDSSURSULDWHLQFRKHUHQWLQFRUUHFW´
(Stoyanov et al., 2015: Appendix 2)  to the excellent score RI³+LJKO\UHOHYDQW
DSSURSULDWHFRKHUHQWDQGFRUUHFW´ (Ibid.). 
App subjective quality 
7KHµDSSVXEMHFWLYHTXDOLW\¶LVDVVHVVHGE\IRXUVXEMHFWLve questions:   
x Would you recommend this app to people who might benefit from it? 
x How many times do you think you would use this app in the next 12 months if 
it was relevant to you? 
x Would you pay for this app? 
x What is your overall star rating of the app? 
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As with previous assessment areas, the questions are answered using a tailored 
five-point scare, where for example, the overall star rating range from 1, ³2QHRIWKH
ZRUVWDSSV,¶YHXVHG´ (Stoyanov et al., 2015: Appendix 2)  to 5, ³2QHRIWKHEHVW
DSSV,
YHXVHG´ (Ibid.). 
As the mean score is measured for each of the five areas covered above, an overall 
mean score for the quality of the app is reached by combining them all (Stoyanov et 
al., 2015). This overall assessment can subsequently be supplemented with the 
µDSS-VSHFLILF¶LQGLFDWRUVDVVHHQEHORZ 
App-specific 
7KHµDSS-VSHFLILFTXDOLW\¶KDVEHHQDGGHGWRDVVHVV³LQIRUPDWLRQRQWKHSHUFHLYHG
LPSDFWRIWKHDSSRQWKHXVHU¶VNQRZOHGJHDWWLWXGHVDQGLQWHQWLRQVUHODWHGWRthe 
target health behavior" (Stoyanov et al., 2015, p. 7). To accomplish this, six potential 
criteria have been created, which are rated with a generic five-point scale, ranging 
IURPµVWURQJO\GLVDJUHH¶WRµVWURQJO\DJUHH¶(Stoyanov et al., 2015). These 
questions cover the following:  
x Awareness ± ³7KLVDSSLVOLNHO\WRLQFUHDVHDZDUHQHVVRIWKHLPSRUWDQFHRI
DGGUHVVLQJ>LQVHUWWDUJHWKHDOWKEHKDYLRXU@´ (Stoyanov et al., 2015: Appendix 
2) 
x Knowledge ± ³7KLVDpp is likely to increase knowledge/understanding of 
>LQVHUWWDUJHWKHDOWKEHKDYLRXU@´ 
x Attitudes ± ³7KLVDSSLVOLNHO\WRFKDQJHDWWLWXGHVWRZDUGLPSURYLQJ>LQVHUW
WDUJHWKHDOWKEHKDYLRXU@´ 
x Intention to change ± ³7KLVDSSLVOLNHO\WRLQFUHDVHLQWHQWLRQVPRtivation to 
DGGUHVV>LQVHUWWDUJHWKHDOWKEHKDYLRXU@´ 
x Help seeking ± ³8VHRIWKLVDSSLVOLNHO\WRHQFRXUDJHIXUWKHUKHOSVHHNLQJIRU
>LQVHUWWDUJHWKHDOWKEHKDYLRXU@LILW¶VUHTXLUHG´ 
x Behaviour change ± ³8VHRIWKLVDSSLVOLNHO\LQFUHDVHGHFUHDVH[insert target 
KHDOWKEHKDYLRXU@´ 
Since the MARS tool was developed, it has ³demonstrated high levels of reliability in 
rating the quality of mental health-UHODWHGDSSV´ (Domnich et al., 2016, p. 2), and 
apps for weight loss, mindfulness, smoking cessation and more. Furthermore it, has 
been implemented or referenced within several national and regional initiatives 
examined in this landscape review (see section 5.2.2, 5.2.3, 5.2.5, 5.2.7). Recently, it 
has also been translated and validated in Italian (Domnich et al., 2016) and 
supplemented with an end-user version, the uMARS, a simplified version written in 
plain English  (Stoyanov, Hides, Kavanagh, & Wilson, 2016). 
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5.1.2 National and Regional Initiatives 
In line with the growing field of mHealth, several national and regional initiatives have 
emerged in recent years. These local initiatives are found across the globe, and 
within this landscape review, thirteen initiatives have been identified and examined 
as seen below. 
5.1.2.1 Andalusia ± Safety and Quality Strategy in Mobile Health Apps 
The Andalusian initiative for safety and quality strategy for health apps started in 
2012, in which ´WKH$QGDOXVLDQSXEOLFKHDOWKV\VWHPGHILQHGWKHLURZQ
5HFRPPHQGDWLRQVIRUWKHGHVLJQXVHDQGHYDOXDWLRQRIKHDOWKDSSV´ (European 
Commission, 2017: Annex 2). These guidelines create the basis for the assessment 
RIKHDOWKDSSVWKDWUHFHLYHWKHµ$SS6DOXGDEOH4XDOLW\6HDO¶DQGDUHLQFOXGHGLQWKHLU
µ0RELOH+HDOWK$SSV&DWDORJXH¶(Agencia de Calidad Sanitaria de Andalucía, n.d.-a). 
7KHµ5HFRPPHQGDWLRQV*XLGH¶LQFOXGHVWKLUW\-one recommendations, which are 
divided into four areas of assessment: 
x Design & Appropriateness 
o Appropriateness 
o Accessibility 
o Design 
o Usability/Testing 
x Quality and safety of information 
o Suitability for the audience  
o Transparency  
o Authorship 
o Information update/revisions 
o Content and information sources 
o Risk management  
x Provision of service  
o Technical support/Inquiries  
o E-commerce  
o Bandwidth 
o Advertising 
x Confidentiality and privacy  
o Privacy and data protection  
o Logical security 
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5.1.2.2 Australia ± VicHealth 
The Victorian Health Promotion Foundation (VicHealth), a government funded health 
organisation that focuses on promoting good health and preventing chronic disease 
have launched several initiatives for ensuring effective and evidence-based health & 
wellbeing apps (VicHealth, 2017b). This includes an app library with over 300 
reviewed apps. The reviews were conducted in 2016 and recently a guideline for app 
developers has also been released by VicHealth. Both are covered below. 
The Healthy Living Apps  
The Healthy Living Apps library was completed in 2016 with the aim of helping 
³XVHUVXQGHUVWDQGPRUHDERXWDVHOHFWLRQRIKHDOWKDQGZHOOEHLQJDSSVWKDWDUH
DYDLODEOHLQDSSVWRUHV´ (VicHealth, 2016b). The reviewed apps were gathered into a 
publicly available app library, along with the applied assessment approach, covered 
below. 
The ³6HOHFWHGDSSVZHUHSXWWKURXJKDVL[-step screening, review and rating 
SURFHVV´ (VicHealth, 2016b), where they were assessed for their relevance, 
functionality and behavioural change effectiveness. 
7KHILUVWVWHSZDVDVHDUFKRIWKHWZRELJJHVWDSSVWRUHV*RRJOH3OD\DQG$SSOH¶V
App Store, where apps with the terms health and wellbeing was identified (VicHealth, 
2016b). Secondly, the identified apps were screened and filtered through three 
criteria, covering the language (English), their average user rating (at least 2.5) and 
recent updates (within the last 18 months).  
The screened apps were subsequently divided into five focus areas of promoting 
healthy eating, physical activity, mental wellbeing and prevention of tobacco and 
harmful alcohol use. Next, the apps were screened with three more criteria: conflicts 
of interest, relevance for Australian users and targeting a specific clinical population. 
Within the third step, apps that encourage behavioural change were selected on the 
basis of independent reviews of the app description, as these should mention or 
describe behavioural change elements (VicHealth, 2016b).  
The fourth step covers the apps functionality, which was rated with the MARS toolkit 
mentioned in section 5.1.1 (VicHealth, 2016b). The assessment was carried out after 
a small pilot test to ³VWDQGDUGLVHWKHUHYLHZHUV¶DSSURDFKHV´ (VicHealth, 2016b). 
Subsequently, at least two reviewers went over each app, using these ³IRUDERXW
minutes to familiarise themselves with its functionality and user experience´ 
(VicHealth, 2016b). 
7RDVVHVVWKHDSS¶VEHKDYLRXUDOFKDQJHHIIHFWLYHQHVVZLWKLQWKHILIWKVWHSWKH
Coventry, Aberdeen & London ± Refined (CALO-RE) taxonomy of behavioural 
change techniques was used (Michie et al., 2011; VicHealth, 2016b). This was to 
GHWHUPLQHWKHDSSV¶³SRWHQWLDOWRDIIHFWEHKDYLRXUFKDQJHLQUHODWLRQWRIDFWRUVVXFK
as goal setting, action planning, barrier identification and problem solving, tailoring 
the app to suit you, self-PRQLWRULQJDQGIHHGEDFN´ (VicHealth, 2016b).  
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To conclude, an overall app rating was calculated by averaging the MARS 
functionality and the CALO-RE behavioural change rating, converting it into a five-
star rating system (VicHealth, 2016b). In addition to this, information was gathered 
on whether the app included add-ons/in-app purchases, login, password protection, 
publicly available privacy policy, advertising, SoMe integration, reminders/push 
notifications and an associated app community.  
Many of the apps reviewed scored high using the MARS toolkit, yet when combined 
with the behavioural change rating, the highest scoring apps received a three-star 
rating. This was due to the fact that few apps achieved ³DKLJKUDWLQJRQWKHLU
SRWHQWLDOWRKHOSXVHUVFKDQJHWKHLUEHKDYLRXU´ (VicHealth, 2016b). 
Guidelines for Creating Healthy Living Apps 
In addition to the Healthy Living Apps library and above assessment approach, 
VicHealth has also released a guideline for app developers and organisations 
considering the creation of health and wellbeing apps (VicHealth, 2017a). The 
guideline presents five phases, outlining ³HDFKVWHSRIWKHSURFHVVIRUFUHDWLQJD
healthy living app, starting with before you start building an app and ending with 
XSGDWLQJDQGLPSURYLQJ\RXUDSS´ (VicHealth, 2017a, p. 8).  
The five presented phases include the following:  
x Before you start building your app 
x Planning your app 
x Building and testing your app 
x Launching your app 
x Updating your app 
Among these, relevant aspects for this report are found within the building and test 
phase, where VicHealth proposes three principles for creating effective health and 
wellbeing apps, which provides ³JXLGDQFHRQEHVWSUDFWLFH´  (VicHealth, 2017a, p. 
19). The three presented principles cover the following. The app has to be: 
x Interesting, engaging and fun 
x Well-designed user interface 
x Simple and clear language 
In order to ensure a high level of engagement with the app, VicHealth suggests 
making the app interesting, engaging and fun, and including engagement strategies 
like gamification, interactive visuals and customised advice (VicHealth, 2017a). By 
doing so, VicHealth suggest using the app will ³IHHOOHVVOLNHDFKRUHIRU \RXUDSS¶V
XVHUV´ (VicHealth, 2017a, p. 19), ensuring their continued use and engagement.  
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Furthermore, a well-designed user interface is deemed vital, as it should be ³HDV\WR
ILQGQDYLJDWHDQGLQWHUDFWZLWKWKHFRQWHQW´ (VicHealth, 2017a, p. 19). To accomplish 
this, VicHealth suggest involving users in the development phase, ensuring the 
interface is logical and easy to navigate by the end users. By doing so, it is possible 
to ³SURGXFHDEHWWHUPRUHHIIHFWLYHDSS´(VicHealth, 2017a, p. 19), more likely to be 
used by more users. 
Lastly, the language in the ³DSS¶VQDPHGHVFULSWLRQQDYLJDWLRQDQGFRQWHQW
(VicHealth, 2017a, p. 19) should be simple and clear, as this will ensure an easier 
use of the app. To achieve this, plain English, short sentences and paragraphs 
should be used, making sure the users will be able to easily understand and 
comprehend the language and content. 
In addition to these three principles, the need for evidence-based information is also 
stressed, as ´,WLVHVVHQWLDOWKDWKHDOWK\OLYLQJDSSVLQFOXGHHYLGHQFH-based 
LQIRUPDWLRQ´(VicHealth, 2017a, p. 20). To ensure this, VicHealth recommend 
involving a third-party reviewer who can confirm the information is up to date and 
adheres to current best practices. Along with the need for evidence-based 
information, VicHealth also suggests that basic privacy and data security measures 
are taken. This includes ³password protection; adhering to the relevant health 
privacy principles; and providing a privacy statement or disclosure outlining what 
XVHULQIRUPDWLRQLVEHLQJFROOHFWHGE\ZKRDQGIRUZKDWSXUSRVH³ (VicHealth, 
2017a, p. 17). 
The complete guideline presents an extensive coverage for necessary 
considerations when developing an effective health and wellbeing app, including 
above aspects for assessing current apps (VicHealth, 2017a). Furthermore, it 
provides developers with additional resources, including guidance for design-
thinking, user-centred design, behavioural change tools, the MARS toolkit and more.    
  
5.1.2.3 Canada ± Guiding Principles for Physicians Recommending Mobile 
Health Applications to Patients 
In 2015 the Canadian Medical Association (CMA) created a set of guiding principles 
for physicians as ³DKLJK-level summary that spells out how to assess a mobile 
KHDOWKDSSOLFDWLRQV´ (Canadian Medical Association, 2015a). To develop the 
JXLGHOLQHVWKH&0$EXLOGXSRQWKHLUHDUOLHUHIIRUWVRIµPhysician Guidelines for 
2QOLQH&RPPXQLFDWLRQZLWK3DWLHQWV¶, aimed at helping physicians to communicate 
appropriately through online communication platforms. Furthermore, relevant 
stakeholder groups were involved in the process, in which it was decided a more 
general approach would make the most sense for mHealth. This was due to 
alternative approaches of assessment or certification etc., would be too economically 
DQGORJLVWLFDOO\FKDOOHQJLQJDQGEHFRPH¶GDXQWLQJ¶ 
In addition to the set of guiding principles, which cover several considerations for 
HSCPs when recommending mHealth solutions, seven criteria for safe and effective 
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apps are presented in the finalized document (Canadian Medical Association, 
2015b). Both areas will be examined below.   
Guiding Principles    
CMA presents eight guiding principles, which cover considerations for HSCPs to 
take into account, when recommending mHealth solutions to patients (Canadian 
Medical Association, 2015b). The overall objective with these principles is ³WR
enhance the safety and/or effectiveness of patient care or otherwise for the purpose 
of healWKSURPRWLRQ´(Canadian Medical Association, 2015b, p. 2). The guiding 
principles present mHealth as a complementary health service, which is not intended 
to replace the face-to-face relationship with patients. Furthermore, HSCPs are 
ZDUQHGQRWWRWUHDWP+HDOWKVHUYLFHVDVµRQH-size-fits-all'. Instead, they are 
recommended to consider the ³SDWLHQW¶VDELOLWLHVFRPIRUWOHYHODFFHVVWRWHFKQRORJ\
and the context of the application of care before recommending a mobile health 
DSSOLFDWLRQ´ (Canadian Medical Association, 2015b, p. 2). 
The principles also emphasize that it is the HSCPs responsibility to adhere to 
existing regulations, legislations and professional obligations if and when they wish 
to recommend an app to a patient (Canadian Medical Association, 2015b). Having 
said that, the principles do this without referring to or mentioning any current or 
applicable regulations, legislations or obligations that should be taken into account. It 
is also recommended that the HSCPs should consider discussing the common 
elements of mHealth and the associated risks with their patients, so that they are 
aware of what to pay attention to. Lastly, it is encouraged that HSCPs share their 
experience of effective mHealth solutions with colleagues. 
Characteristics of a Safe and Effective Mobile Health Application 
The Canadian guidelines include seven characteristics, which are intended to be 
used as indicators for safe and effective apps, before recommending these to 
patients (Canadian Medical Association, 2015b). Having said that, the app does not 
need to fulfill all seven characteristics for it to be safe and effective. The presented 
characteristics include: 
x Endorsement by a professional / recognized association/medical 
society/health care organization 
x Usability 
x Reliability of information 
x Privacy and security 
x Avoids conflict-of-interest 
x Does not contribute to fragmentation of health information 
x Demonstrates its impact on patient health outcomes 
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7KHµ(QGRUVHPHQW¶FULWHULRQUHIHUVWRZKHWKHURUQRWWKHDSSKDVEHHQGHYHORSHGRU
endorsed by a recognized healthcare organisation. This indicates a greater likelihood 
³that the information in the mobile health applicaWLRQFDQEHWUXVWHG´ (Canadian 
Medical Association, 2015c, p. 1). It is also more likely that the app is endorsed if it is 
in use in a clinical environment, association with current EMR platform(s) or it has 
been subject to a peer review process (Canadian Medical Association, 2015b).  
7KHFKDUDFWHULVWLFRIµ8VDELOLW\¶UDLVHV³DQXPEHURIXVDELOLW\IDFWRUVWKDQFDQ
complicate the use of mobile applications, including interface and design 
deficiencies, technological restrictions, and device and LQIUDVWUXFWXUHPDOIXQFWLRQ´
(Canadian Medical Association, 2015b, p. 3). To avoid these, the app should be 
updated within the last year and the HSCP should consider testing the app 
beforehand to check whether it is easy to use and functioning as intended. 
Furthermore, the HSCP might want to have a dialogue with patients on their 
UHVSHFWLYH³OHYHORIFRPIRUWZLWKPRELOHKHDOWKWHFKQRORJLHV´(Canadian Medical 
Association, 2015b, p. 4) and digital literacy, ensuring the usability of the app for the 
individual patient. 
7KHµ5HOLDELOLW\RILQIRUPDWLRQ¶UHIHUVWRLQIRUPDWLRQSUHVHQWHGE\WKHDSSZKLFK
³VKRXOGEHDSSURSULDWHO\UHIHUHQFHGDQGWLPH-stamped with the last update by the 
DSSOLFDWLRQGHYHORSHU´ (Canadian Medical Association, 2015b, p. 4). The HSCP 
should also have an understanding of how the patient intends to use the information, 
to ensure its timeliness and appropriateness.  
µ3ULYDF\DQGVHFXULW\¶DGGUHVVHVWKH³LQKHUHQWVHFXULW\ULVNVZKHQDSDWLHQWXVHV
PRELOHKHDOWKDSSOLFDWLRQVRUHQWHUVVHQVLWLYHLQIRUPDWLRQLQWRWKHLUPRELOHGHYLFH´
(Canadian Medical Association, 2015b, p. 4). The HSCPs ought to indicate this risk 
for patients and advise them to check the privacy policy (if available) to understand 
how their data is collected and used. Furthermore, apps with additional 
authentication methods and encryption protocols should be preferred, ensuring the 
SDWLHQW¶VGDWDLVNHSWVHFXUH 
7KHDSSVKRXOGDOVRDYRLGFRQIOLFWRILQWHUHVWDV³7KHUHLVDULVNRIVHFRQGDU\JDLQV
by mobile health application developers and providers where information about 
patients and/or usage is gathered and sROGWRWKLUGSDUWLHV´(Canadian Medical 
Association, 2015b, p. 5). To counter this, the HSCPs should advise patients to 
consider who had developed the app and whether there is a conflict of interest 
statement available.  
7KHFKDUDFWHULVWLFRIµ)UDJPHQWDWLRQRIKHDOWKLQIRUPDWLRQ¶UHIHUVWRWKHJURZLQJ
range of apps and various destinations, where health information can be stored 
(Canadian Medical Association, 2015b). Due to this, the HSCP VKRXOG³Uecommend 
mobile health applications which contribute to robust existing data repositories, 
HVSHFLDOO\DQH[LVWLQJ(05´ (Canadian Medical Association, 2015b, p. 5).  
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7KHµ'HPRQVWUDWLRQRILPSDFW¶DGGUHVVHV³PRELOe health applications that have 
undergone validation testing to demonstrate impact of use on patient health 
RXWFRPHV´ (Canadian Medical Association, 2015b, p. 5). Specifically, in cases 
where the app may claim a dLUHFWLPSDFWRQSDWLHQW¶VKHDOWKRXWFRPHVIURPXVLQJWKH
app, the HSCP should advise the patient to search for resources to validate the 
claim. The CMA also acknowledges, however, that not all apps have the necessary 
scale of use, nor do all developers have the capacity to demonstrate the impact on 
health outcomes. 
In addition to these guiding principles and characteristics, CMA also created a one-
page handout for patients, which includes four questions for patients to consider 
before using an app for managing their health (Canadian Medical Association, 
2015c). The patient is encouraged to be aware of risks associated with storing 
personal information on a mobile device, whether the app has been endorsed by a 
healthcare organisation, if there is any conflict of interests and lastly, if the app has 
been updated within the last year.  
2YHUDOOWKH&0$¶VUHFRPPHQGDWLRQVDUHLQWHQGHGWREHYHU\JHQHUDODQG
unspecific, giving only a very basic understanding of what to assess. Some of the 
criteria are not covered as extensively and in detail as is seen in the other initiatives. 
7KLVLVIRUH[DPSOHWKHFDVHZLWKWKHµ5HOLDELOLW\RILQIRUPDWLRQ¶FULWHULRQZKHUHDQ
aspect, such as basing the information available in the app on clinical evidence and 
recognized sources, is not FRYHUHG7KLVLVDOVRWKHFDVHZLWKWKHµ8VDELOLW\¶FULWHULRQ
where the recommendations only address what the HSCP should base their 
assessment of the app on, apart from their own subjective opinions acquired from 
testing it.  
 
5.1.2.4 Catalonia ± mHealth Office  
The Catalan Health Department created the mHealth office in 2015 to connect the 
citizens to the social and healthcare services by means of mobile technology such as 
smartphones, tablets and laptop computers, and to enable rapid and personal 
interaction with these services. (TIC Salut, n.d.-b). To accomplish this, the Health 
Department developed an accreditation process, which assesses health apps to be 
LQFOXGHGLQWKHLUGHGLFDWHGDSSOLEUDU\µ$SS6DOXW¶7KLVFDQEHXVHGE\HSCPs to 
recommend apps to their patients. The accreditation process consists of 120 criteria, 
grouped into four different areas, as covered below:  
x Usability 
o Accessibility 
x Technology 
x Security 
x Content 
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,IDQGZKHQWKHDSSSDVVHVWKLVDFFUHGLWDWLRQSURFHVV³UDQGRPDXGLWVDUHSHUIRUPHG
WRHQVXUHWKDWWKH\NHHSPHHWLQJWKHFULWHULD´(TIC Salut, n.d.-a). 
 
5.1.2.5 France ± Good practice guidelines on health apps and smart devices  
The good practice guidelines were developed by the French health authorities in 
ZLWKWKHDLPRISURYLGLQJ³JXLGDQFHIRUSURPRWHXVHRIDQGLQFUHDVH
confidence in health apps and smart devices, by supplying good practice guidelines 
for manufacturers aQGHYDOXDWRUV´(Haute Autorité de Santé, 2016, p. 5). To 
accomplish this, the authorities reviewed current literature for mHealth assessment 
and established an independent working group and a review group and included 
inputs from relevant stakeholders. From this process, the relevant criteria identified 
were grouped into five categories and fourteen subcategories as seen below:  
x Informing users 
o Description 
o Consent 
x Health content 
o Design of initial content 
o Standardisation 
o Generated content 
o Interpreted content 
x Technical content 
o Technical design 
o Data flow 
x Security/Reliability 
o Cybersecurity 
o Reliability 
o Confidentiality 
x Usability/use 
o Usability/design 
o Acceptability 
o Integration/import 
Each of these groups and their underlying criteria are assessed using a risk matrix, 
which helps to determine the most appropriate weighing of each specific criteria and 
whether it LVµ'HVLUDEOH¶µ5HFRPPHQGHG¶RUµ&RPSXOVRU\¶ (Haute Autorité de Santé, 
2016). 
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5.1.2.6 Germany ± Digital healthcare products: Leveraging opportunities ± 
developing safe routes to market  
The German initiative was created in 2016 by IGES Institute on behalf of Techniker 
Krankenkasse³RQHRIWKHOHDGLQJLQVXUHUVLQ*HUPDQ\´ (TK, 2015) to explore the 
possibilities of a German authorization procedure for digital healthcare products, 
including mHealth (IGES Institute, 2016). To accomplish this, the initiative focuses 
on how an ³DXWKRULVDWLRQDQd reimbursement processes should be regulated for 
SURGXFWVZKLFKDUHWDUJHWHGDWFRQVXPHUV´ (IGES Institute, 2016, p. 7). This includes 
authorisation for digital healthcare products, including health apps, which will be 
covered in this report.  
A risk-based categorisation for authorisation is proposed, ³EDVHGRQWKHSRWHQWLDO
KHDOWKULVNVDVVRFLDWHGZLWKWKHSURGXFWV´(IGES Institute, 2016, p. 7). This includes 
four proposed risk classes:  
x Class 1a: General medical information 
x Class 1b: Data collection and representation 
x Class 2: Data processing for the purpose of supporting users 
x Class 3: Data processing for the purpose of replacing care providers 
7KHVHULVNFODVVHV³should be used as a basis for deciding whether authorisation is 
UHTXLUHGDQGZKDWLWVKRXOGORRNOLNH´ (IGES Institute, 2016, p. 35).  
Class 1a 
Class 1a covers digital healthcare products, ³ZKLFKVROHO\SURYLGHPHGLFDO
infoUPDWLRQZLWKRXWDQ\UHIHUHQFHWRWKHXVHU¶VVSHFLILFFKDUDFWHULVWLFV´(IGES 
Institute, 2016, p. 27). This includes apps providing general information on medicine, 
health or lifestyle issues, where data is ³LPSHUVRQDODQGFRXOGLQSULQFLSOHEH
SXEOLVKHGLQSULQWHGIRUP´(IGES Institute, 2016, p. 27). To assess such products, the 
initiative does not recommend regulations or authorisations, but instead it is 
VXJJHVWHGWKDWWKHµ$FFXUDF\RILQIRUPDWLRQ¶might be assessed and certified on a 
voluntary basis to increase trustworthiness in the product (IGES Institute, 2016). 
However, ³RQO\RIXVHUVDUHLQIDYRXURIDTXDOLW\VHDODQGDUHPRUHLQWHUHVWHG
in making iQIRUPDWLRQHDVLHUWRXQGHUVWDQG´ (IGES Institute, 2016, p. 37), implying 
that the users ³DUHFRQILGHQWLQWKHLURZQDELOLW\WRGLVWLQJXLVKEHWZHHQJRRG-quality 
and poor-quality information´,ELG 
Therefore an alternative approach is also introduced, in which the users 
independently assess the trustworthiness of the digital healthcare products on the 
basis of the information provided (IGES Institute, 2016). To support this self-
assessment, it should be ³FOHDUZKLFKDXWKRUVDUHUHVSRQVLEOHIRUZKLFKSDUWVRID
SURGXFWDQGZKLFKVRXUFHVWKH\XVHGDVDEDVLVIRUWKHLUZRUN´(IGES Institute, 
2016, p. 38) 
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Class 1b 
Class 1b covers digital healthcare products, which ³DUHXVHGWRFROOHFWVWRUHDQG
graphically represent personalized data such as blood glucose levels and/or relevant 
HQYLURQPHQWDOGDWD´(IGES Institute, 2016, p. 28). This includes apps that collect 
data to provide personalised reports, helping users to self-PDQDJHDQG³PRUHHDVLO\
recognise pattHUQVRUFRQQHFWLRQV´(IGES Institute, 2016, p. 28) in their personal 
KHDOWK7RDVVHVVVXFKSURGXFWVWKHLQLWLDWLYHUDLVHVµWZRSRLQWVRIGHEDWH¶GDWD
protection and the correct functioning of the software.  
)LUVWRIDOOµ'DWDSURWHFWLRQ¶DVWKHUHLVDQ³H[SHFWDWLRQWKDWDOOGDWDHQWHUHGE\XVHrs 
PXVWEHVDIH´(IGES Institute, 2016, p. 39). To ensure µ'DWDSURWHFWLRQ¶, the product 
needs to comply with German data protection legislation, observing any existing data 
protection rules (IGES Institute, 2016).  
Secondly, the technical functionality of the app should be ensured, DV³&ODVVE
DSSVVKRXOGDOVREHUHOLDEOHLQWHFKQLFDOWHUPV´ (IGES Institute, 2016, p. 40). This 
includes correct and accurate data processing and presentation of the data to avoid 
any misinterpretations.  
)XUWKHUPRUHWKHDSSURDFKRIDYROXQWDU\TXDOLW\VHDOIRUµ&ODVVD¶ZRXOGDOVREH
applicable to Class 1b, as extensive authorisations procedures are deemed 
unnecessary for class 1b (IGES Institute, 2016).  
Class 2 and Class 3 
Class 2 covers products that ³JREH\RQGPHUHO\FROOHFWLQJDQGUHSUHVHQWLQJGDWD
DQGLQVWHDGDOVRSURFHVVWKHGDWDZKHWKHUFXUUHQWRUKLVWRULFDO´ (IGES Institute, 
2016, p. 28). This includes apps that support users with early detection, diagnosis, 
treatment decisions, treatment, monitoring and self-management of conditions. On 
the other hand, Class 3 covers products that ³UHSODFHFDUHSURYLGHUVDWWKHVWDJHRI
GLDJQRVLVWUHDWPHQWGHFLVLRQVDQGWUHDWPHQW´ (IGES Institute, 2016, p. 29). 
Currently these apps are still limited in numbers, as the underlying legal issues are 
as yet unregulated. This includes products, which provide diagnostic or treatment 
recommendations based on extensive calculations. 
Class 2 and 3 products should be authorized as they ³intervene extensively in 
current decision-making processes and the doctor/patient relatiRQVKLS´ (IGES 
Institute, 2016, p. 41). Therefore their accuracy should be authorized in terms of high 
sensitivity and specificity of information given, as just like ³LQWKHPDMRULW\RIFDVHV
treatment recommendations must correspond to the treatment recommendations 
that would be issued by a panel RIH[SHUWV´ (IGES Institute, 2016, p. 41). 
Furthermore, for class 3 products, principles of medical confidentiality should also 
apply, as WKH\³SURFHVVODUJHDPRXQWVRIPHGLFDOGDWD´ (IGES Institute, 2016, p. 40).  
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5.1.2.7 New Zealand ± Guidance on Evaluating or Developing a Health App 
The Ministry of Health in New Zealand released guidance for health app assessment 
in 2017. This was co-produced with relevant stakeholders in the sector to aid both 
clinicians, consumers and app developers in developing and evaluating apps 
(Ministry of Health, 2017b). The guidance itself is targeted at consumer-focused 
apps, and it seeks to provide clinicians, consumers and app developers with key 
points to consider. This includes considerations for clinicians when recommending 
apps to consumers, when consumers consider using health apps or when app 
developers initially set out to develop a health app.   
The cliniFLDQDQGFRQVXPHUJXLGDQFHLVEDVHGRQ1HZ=HDODQG¶V+HDOWK1DYLJDWRU
app library, an app repository funded by the Ministry of Health (Ministry of Health, 
2017a). The purpose of the app library ³«LVQRW to recommend apps or approve 
them but to provide clinicians and consumers with a selection of apps and enough 
LQIRUPDWLRQWRGHFLGHZKHWKHUWKHDSSLVOLNHO\WRPHHWWKHLUQHHGV´ (Ministry of 
Health, 2017a, p. 1).  
The apps provided in the library are assessed using the previously mentioned MARS 
tool, which have been supplemented  by a clinical review, a technical review, a user 
review and a relevance check for New Zealand (Health Navigator, 2017d). The 
clinical review is carried out by a HSCPZKRDVVHVVHVWKHDSS¶VFOLQLFDOYDOXH
relevance and safety, whereas the technical review examines the security, privacy 
DQGSHUIRUPDQFHRIWKHDSS7KHXVHUUHYLHZIRFXVHVRQWKHXVHUV¶VXEMHFWLYH
opinions of the app, its pros and cons and whether it lives up to their expectations. 
/DVWO\DVVHVVLQJWKHDSS¶VUHOHYDQFHIRU1HZ=HDODQGKLJKOLJKWVDVSHFWVRIWKHDSS
that are relevant or irrelevant locally, such as the units of measurement used in the 
app.  
In addition to the Health Navigator library, the guidance also refers to several 
national and international health app repositories and review sites. These includes 
WKHUHFHQW1+6DSSOLEUDU\3DWLHQW9LHZ¶VKHDOWKDSSOLEUDU\DQGWKH&DQDGLDQDQG
Australian initiatives mentioned within this paper (Ministry of Health, 2017a). 
Furthermore, the guidance refers to several established assessment tools and 
frameworks for clinicians and consumers to undertake an independent assessment 
of an app with. These include the MARS tool, the App Chronic Disease Checklist 
(ACDC), the Royal College of Physicians checklist and the guiding principles for 
physicians recommending mobile health apps to patients from Canada.  
For app developers, the guidance primarily refers to recognised external tools and 
sites, whereas app developers can either self-assess their app against established 
checklists/tools or submit it for an independent assessment process (Ministry of 
Health, 2017a). The referred tools and sites includes the MARS tool, the digital 
DVVHVVPHQWTXHVWLRQVIURP1+6WKH;FHUWLDIUDPHZRUN)'$¶VGLVWLQFWLRQEHWZHHQ
health apps and medical devices and the good practice guidelines on health apps 
and smart devices from France.  
The guidance itself is not as comprehensive or detailed as many of the current 
initiatives examined within this paper and relies heavily on already established efforts 
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from other nations and organisations. It should be noted that the Ministry of Health is 
currently working on ³$VHFRQGSLHFHRIZRUNWRSURYLGHDQDVVHVVPHQWIUDPHZRUN
IRUFOLQLFDODSSV«´(Ministry of Health, 2017a, p. 1). 
 
5.1.2.8 Norway ± Self-Declaration Scheme mHealth 
The Norwegian government released an action plan for a universally designed 
society, which set out with the vision for a society where everyone can participate 
equally (Regjeringen.no, 2016). To achieve this, the Norwegian government 
proposed a vast number of initiatives to create greater accessibility for all, while 
forming an environment that is safe and practical to use.   
One of their proposed initiatives within the priority area of welfare and everyday 
WHFKQRORJ\LVWKHµTiltak TEK2: Selvdeklareringsordning m-+HOVH¶, a self-declaration 
scheme for publishers/developers of health apps. The main goal with the scheme 
was to make it easier for HSCPs and especially individuals to navigate the many 
mHealth apps that are not regulated as medical equipment, enabling them to 
discover those based on objective and clarified quality requirements (Direktoratet for 
e-helse, 2016; Regjeringen.no, 2016).  
Shortly after the action plan was released, the Norwegian Directorate of eHealth, 
who had been tasked with the initiative, held an open hearing, presenting views on it. 
This included a set of simplified quality criteria ³EDVHGRQDNQRZQTXDOLW\FRQWHQW
DQGHVWDEOLVKHGIUDPHZRUNVIRUSULYDF\DQGLQIRUPDWLRQVHFXULW\´(Direktoratet for e-
helse, 2016, p. 5). Their proposed framework covers the following four areas of 
assessment: 
x Information security 
x Privacy 
x Quality of general medical proficiency  
x Quality of specialist medical proficiency 
Each of these areas was created with a set of underlying criteria, based on existing 
guidelines, Code of Conduct and recommendations for good practice (Direktoratet 
for e-helse, 2016). To make the four areas more accessible and understandable, 
they have been simplified and formulated so that both patients and app publishers 
can understand and realize them without difficulty.  
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Information Security 
7KHDVVHVVPHQWDUHDRI,QIRUPDWLRQVHFXULW\EXLOGVRQ1RUZD\¶V Code of Conduct 
for information security in healthcare, which the ICT solutions and medical devices 
used in the Norwegian health services are obliged to follow (Direktoratet for e-helse, 
2016, 2017). Though the Code of Conduct does not normally apply to mHealth 
solutions aimed at individuals, it has been used as a guideline for the needed core 
principles of information security. This has led to four proposed simplified criteria. 
First of all, the app should require authentication to protect the potential sensitive 
information collected by the app. This could be a biometric authentication, a pin 
code, a password or a similar solution to authenticate the user. Furthermore, the 
data gathered by the app must be encrypted and stored locally on the device as 
should any data shared with external services. This encryption ought to be described 
and mentioned in the user guide and verified. The security settings should also be 
easily available and gathered in one place in the app. 
Privacy 
The assessment area of privacy builds on previous work by the Norwegian Data 
Protection Authorities, who published a set of recommendations for good practice for 
app developers in 2014 (Datatilsynet, 2014; Direktoratet for e-helse, 2016). The 
recommendations presented several considerations and practical examples to 
consider from the start of the development of an app, to ensure it would comply with 
Norwegian privacy law and regulations (Datatilsynet, 2014). Building on these 
recommendations, seven underlying criteria were proposed by the Directorate of 
eHealth.  
The underlying criteria cover the necessity for an explicit and active consent from 
users before sharing any data with third parties (Direktoratet for e-helse, 2016). 
Furthermore, the use of the app must not be inhibited in any way with locked 
functionality that can be unlocked by sharing data with third parties. All third-party 
services, which the app can connect to and share data with, must also be clearly 
indicated. The app must also clearly indicate when it is registering data, which 
should be initiated by pressing a distinct and recognizable icon. Likewise, the device 
should clearly indicate when any sensors in the device are in use. Lastly, the privacy 
settings and the privacy policy should be easily available and written as clearly and 
concisely as possible, without legal terminology to ensure it is easily understood by 
all users.  
Quality of General Medical Proficiency 
The criteria for the quality of general medical proficiency is based on the quality 
criteria already defined for healthcare services as defined in the Norwegian strategy 
for quality improvement in healthcare (Direktoratet for e-helse, 2016). The criteria 
outlined in the strategy include effectiveness, safety, continuity, patient/user 
involvement, equal distribution and effective use of resources. Similar criteria are 
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also used by several other national and cross border health services; including 
WHO, EU and NHS and by building upon these they intend to increase the level of 
recognition for the proposed criteria. From the criteria outlined above, six underlying 
criteria have been simplified and formulated, as presented below.  
To begin with, the app must clearly describe the purpose and expected outcome 
from using the app, where the information on this, is easily available within the app 
(Direktoratet for e-helse, 2016). The information and knowledge, from which the app 
is based, on ought to be evidence-based where the original work is referred to. It 
should also be clearly described, how the evidence-based knowledge has been 
transformed into the features of the app.  
During the development and test phase of the app, users, NGOs, patient-
organisations and HSCPs ought to be involved, ensuring a high level of patient/user 
involvement. Information regarding this involvement should similarly be easily 
available for the users. Lastly, the app must be designed with accessibility in mind to 
ensure all patients and users can equally access and use the app.  
Quality of Specialist Medical Proficiency 
The last area of assessment is quality of specialist medical proficiency, which is 
specific for the diagnosis or treatment procedures supported by the app (Direktoratet 
for e-helse, 2016). At the moment, this area has not been included in the self-
declaration scheme, as the Directorate believes the diversity needed for this, 
complicates the more general assessment process proposed. Furthermore, the area 
crosses into the mHealth solutions that provide an actual health service, where it will 
often be regulated as medical equipment, outside of the scope of the current self-
declaration scheme. It is suggested that some specific medical areas can be covered 
at a later stage, but without disclosing which treatments or illnesses could be 
considered for this.   
The assessment process itself would be carried out by the app publishers, who 
would score their app against the proposed criteria and assess whether or not the 
app meets the underlying criteria (Direktoratet for e-helse, 2016). This self-
declaration will initially be under the administration of the Directorate of eHealth, who 
would publish the assessed apps. To ensure their compliance with the criteria, they 
would also carry out random checks of the self-declarations. The self-declaration 
scheme would potentially also lead to an independent certification process, where 
the self-declarations could be used as a basis assessment.  
Alternative Norwegian Approaches 
In addition to the self-declaration scheme and the proposed assessment areas, the 
Norwegian Directorate of eHealth discussed alternative approaches to tackle the 
growing number of mHealth apps and ensure their safety and quality (Direktoratet for 
e-helse, 2016). The proposals for a certification scheme, where apps are put through 
rigorous testing to ensure their quality and value was presented.  
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This approach was considered too demanding and expensive, and not suitable in the 
context of mHealth solutions for individuals. An option for declaring all mHealth 
solutions as medical equipment was also presented. This was dismissed due to the 
strict regulations connected with medical equipment, which is not deemed 
appropriate for many mHealth solutions.  
The Directorate also considered the alternative of doing nothing, leaving patients, 
app publishers and HSCPs to decide for themselves what they deem the best 
solutions to be. This approach was also dismissed, as it would not achieve the goal 
of making ³LWHDVLHUIRUXVHUVWRILQGWKHDSSVGHYHORSHGE\TXDOLW\-focused 
PDQXIDFWXUHUV³ (Direktoratet for e-helse, 2016, p. 6).   
The final option presented is to introduce buddies, or trained counselors, who can 
assist in the development, selection and use of mHealth solutions. This approach 
was deemed simpler than the self-declaration scheme, as the proposed areas of 
assessment could be applied by the counselors, while this is not deemed an 
adequate solution to achieve the main goal of helping individuals to navigate the 
many mHealth apps.  
Furthermore, the Directorate of eHealth also refers to and examines some of the 
current initiatives taking place, where their remarks and observations have been 
considered in the specific initiatives examined within this paper (Direktoratet for e-
helse, 2016). The initiatives examined includes the work done by the European 
Commission, by the FDA, NHS England and the mHealthQuality framework applied 
in France.  
The Reception of the Proposal 
The proposed self-declaration scheme has been met with divided opinions by 
Norwegian NGOs, patient organisations, HSCPs associations and more 
(Bekkemellem & Alnæs, 2016; Fensli, 2016; Markussen & Sørlie, 2016; Riise & 
Strøm, 2016; Trommald, 2016; Wistner, 2016). Generally, the initiative is welcomed, 
as there seems to be a consensus for the need of additional quality assurance for 
mHealth solutions intended for individuals. However, there are some disagreements 
on how to approach this issue, as some believe the current proposal could limit the 
innovation within mHealth, ³DVGHYHORSHUVZLOODGDSWWKHLUSURGXFWVDQd ideas to the 
UHTXLUHPHQWVRIWKHVFKHPH´(Riise & Strøm, 2016, p. 1). Furthermore, many are  
concerned on the government¶VUROHDVVHYHUDODUJXHWKDWDSRWHQWLDOVHOI-
declaration scheme should not be administered by a governmental organisation 
(Bekkemellem & Alnæs, 2016; Fensli, 2016; Riise & Strøm, 2016; Wistner, 2016). 
There are also doubts with regard to the self-declaration scheme, as that will require 
a high level of trust in the app developers and their self-assessment. To counter this, 
several organisations are calling for a more independent assessment method to 
ensure HSCPs and patients can ³FKRRVHWKHKHDOWKDSSVWKDWDUHVDIHUHOLDEOHDQG
KDYHKLJKOHYHORISUHFLVLRQ´ (Markussen & Sørlie, 2016, p. 1).  
Lastly, several organisations are calling for international standards and 
collaborations, instead of a national approach, as they do not believe Norway could 
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have much impact on its own to get international app developers to self-declare their 
apps locally (Bekkemellem & Alnæs, 2016).  
As to the current status of this initiative, there is currently no publicly available 
information regarding the progression of the self-declaration scheme. Please note 
that the Directorate of eHealth has been approached as part of this research work 
and a response is awaited. 
 
5.1.2.9 United Kingdom ± Digital Assessment Questions 
The Digital Assessment Questions (DAQs) is a recent initiative created to assess 
and endorse apps for the NHS Digital Tools Library (Public Health England, 2017b). 
The questions have been developed by NHS England, who have worked ³ZLWKNH\
SDUWQHUVWRGHYHORSWKRURXJK'LJLWDO$VVHVVPHQWTXHVWLRQV´ (Bauer & Murphy, 
2017). The developed questions ³FRYHUDVHULHVRIFOLQLFDODQGWHFKQLFDOVWDQGDUGV
TXHVWLRQVDQGEHVWSUDFWLFH³ (Health Developer Network, 2017), which have been 
grouped into nine categories for extensively assessing digital health and wellbeing 
services. These include:  
x Indicators of Effectiveness 
x Regulatory Approval 
x Clinical Safety 
x Privacy & Confidentiality 
x Security 
x Usability & Accessibility 
x Interoperability 
x Technical Stability 
x Change Management 
The DAQs and these categories are still in beta version, currently being tested in 
pilot projects, so they might be updated and further developed (Health Developer 
Network, 2017). Their current form is examined below.   
Indicators of Effectiveness   
7KHµLQGLFDWRUVRIHIIHFWLYHQHVV¶KDYHIRXUXQGHUO\LQJFDWHJRULHVZKLFKDGGUHVVWKH
purpose and intended use of the service, its cost effectiveness as well as the 
evidence base for the service and its claimed benefits (Health Developer Network, 
2017).  
These are evaluated with a series of self-assessing questions, for which the app 
developer must provide supporting documentation, so the answers can be validated 
at a later stage (Public Health England, 2017c). These questions cover whether the 
app or service clearly states its health and wellbeing related purpose, who the 
Report On International Practice On Digital Apps 
 
IVA5020                                                                 EXTERNAL                                                                51 
intended users are and how the service should be used to achieve the potentially 
claimed benefit (Health Developer Network, 2017). Furthermore, if the service uses 
behavioural change techniques, its evidence bases should be provided,  including 
how the evidence has influenced the development of the service and whether there 
is ³HYLGHQFHDYDLODEOHWRGHPRQVWUDWHWKHFODLPHGFOLQLFDORUEHKavioural 
HIIHFWLYHQHVV´(Health Developer Network, 2017).  
Regulatory Approval 
7KHµUHJXODWRU\DSSURYDO¶LVDssessed with three underlying categories that cover the 
VHUYLFH¶VDSSOLFDELOLW\DQGSRWHQWLDOUHJLVWUDWLRQZLWKWKH&DUH4XDOLW\&RPPLVVLRQ
(CQC) (Health Developer Network, 2017). In addition, if the app accesses the Health 
& Social Care Network (HSCN) or other national, clinical and/or patient services or 
UHFRUGVWKHµUHJXODWRU\DSSURYDO¶UHTXLUHs the service to obtain the correct 
assurances from NHS Digital. Lastly, the category evaluates whether the digital 
service is eligible as a medical device, and whether it should be subject to 
UHJXODWLRQVIURPWKH0HGLFLQHVDQG+HDOWKFDUH3URGXFWV¶5HJXODWRU\$JHQF\
(MHRA). 
Clinical Safety 
µ&OLQLFDOVDIHW\¶UHIHUVWRWKHFRPSOLDQFHRIWKHGLJLWDOVHUYLFHZLWK1+6(QJODQG
mandated safety standards (SCCI0129). The DAQs determine whether the service is 
subject to these standards or not (Public Health England, 2017a). This is determined 
by the app developer, who must clarify whether the service is ³XVHGWRUHFRUGWUDFN
DQGRUPDLQWDLQJHQHUDOKHDOWKDQGZHOOEHLQJZLWKQR&OLQLFDOVXSSRUW´(Health 
Developer Network, 2017). Furthermore, if the service integrates with current health 
and care systems, is used as a medical teaching aid or poses any adverse effects or 
risks to the users or the current health and care systems the service is subject to 
safety standards and its compliance with these must be evidenced and included in 
the assessment.  
Privacy & Confidentiality 
7KHµ3ULYDF\	&RQILGHQWLDOLW\¶DGGUHVVHVWKHVHUYLFHVDELOLW\WR³FDSWXUHDQGKDQGOH
SHUVRQDOGDWDOHJDOO\DQGVHFXUHO\´(Public Health England, 2017a), while also 
making sure users fully understand what happens to the data provided by them. To 
accomplish this, the DAQs includes questions on the processing of personal and 
sensitive data and whether this processing is ³PDGHIDLUDQGWUDQVSDUHQWWRWKHXVHU´
(Health Developer Network, 2017). That includes specifying what, how and why any 
information is collected and whether it involves identifiable or sensitive personal data 
(Health Developer Network, 2017). Similarly, the service should specify how the 
information is to be used, who will have access to it and where it will be processed 
and stored. Furthermore, the DAQs are used to determine whether appropriate 
safeguards have been put in place, including encryption to store and/or transfer 
personal data and personal identifiable data. 
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Security 
µ6HFXULW\¶HQFRPSDVVHV³DOOVHFXULW\FRQFHUQVDQGYXOQHUDELOLWLHV´within the service 
(Public Health England, 2017a). The app developer must demonstrate and explain 
how these concerns has been addressed. The DAQs presents nine categories, 
which extensively cover security concerns and vulnerabilities, such as data storage, 
privacy, architecture design, authentication, session management and network 
communication (Health Developer Network, 2017; Public Health England, 2017a). 
7KHH[WHQWRIWKHVHYDULHVGHSHQGLQJRQWKHVHUYLFH¶VVHFXULW\OHYHODFFRUGLQJWRWKH
Open Web Application Security Project (OWASP) security verification standards. 
The differing security levels presented in the OWASP partly depends on whether the 
service handles or store personal and sensitive data or not.  
Usability & Accessibility 
7KHµ8VDELOLW\	DFFHVVLELOLW\¶FULWHULDDGGUHVVHVWKHVHUYLFH¶VDELOLW\WR³PHHWWKH
needs of a diverse set of users, including people with disabilities or those with limited 
WHFKQLFDONQRZOHGJH´(Public Health England, 2017a). To accomplish this, the 
service ought to have applied user centred design processes in the development, 
ensuring the service is informative, easy to understand and operate. These criteria 
are assessed by determining whether key principles of user centred design have 
been followed, such as the six key principles presented in ISO 9241-210 (Health 
Developer Network, 2017). Furthermore, the developer must assess whether users 
have been involved throughout the process and to what extent. This entails both fully 
XQGHUVWDQGLQJWKHXVHUV¶QHHGVDQGVXEVHTXHQWO\LQYROYLQJWKHPLQWKHHYDOXDWLRQV
before and after the release of the service. 
The accessibility is assessed by determining whether the service conforms ³WR
:&$*DQGRWKHU:&:$,JXLGHOLQHVRQDFFHVVLELOLW\´ (Health Developer 
Network, 2017). These include aspects such as colour contrasts used, 
interoperability with assistive technologies, testing of the accessibility and an 
accessibility statement. 
Interoperability 
¶,QWHURSHUDELOLW\¶UHIHUVWRWKHVHUYLFH¶VDELOLW\WRFRPPXQLFDWHZLWKWKLUG-party 
VHUYLFHVDQGZKHWKHULW³FRPSOLHVZLWKWKHUHOHYDQWWHFKQLFDOVWDQGDUGV´ (Public 
Health England, 2017a), including those specified within the NHS interoperability 
toolkit. To assess this, the app developer must provide information on whether 
recognised standards or data structures have been used within the service and if so, 
which standards or structures have been applied (Health Developer Network, 2017).  
Furthermore, if the service shares data with third-parties, the app developer must 
specify such arrangements, including information on any APIs used ³IRUDOORZLQJ
WKLUGSDUWLHVWRUHWULHYHGDWD´ (Health Developer Network, 2017).  
Additionally, if the service uses or relies on third-party services to function as 
intended, such third-party services should be specified and detailed regarding their 
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necessity. This also includes the potential impact to the service, if such third-party 
services would be subject to change or experience disruptions. Lastly, if the service 
shares data with other organisations, it should be made clear whether this is ³IRU
SURILWRUWRUHFRYHUFRVWV´(Health Developer Network, 2017). 
Technical Stability 
µ7HFKQLFDOVWDELOLW\¶FRYHUVWKUHHXQGHUO\LQJFDWHJRULHVZKLFKDGGUHVVTXality 
assurance, service management and the future product development, as ³DOODSSV
PXVWEHUREXVWDQGVWDEOH³(Public Health England, 2017a). The quality assurances 
cover areas such as version control, audit, functional and non-functional testing, 
rollback capabilities, testing for malware and security vulnerabilities and regression 
testing to ensure the service continue to perform as intended (Health Developer 
Network, 2017). The app developer must therefore consider whether the service has 
taken the necessary steps within these areas and provide supporting documentation 
such as test plans and results of previous tests.  
Service management addresses the need for proactive monitoring of the service to 
identify potential faults and technical issues, so these can be addressed accordingly. 
Furthermore, product development is covered by the stressing the need for ³D
GRFXPHQWHGURDGPDSIRUIXWXUHGLJLWDOVHUYLFHGHYHORSPHQW´(Health Developer 
Network, 2017) as well as plans for decommissioning the service and its gathered 
data. 
Change Management 
µ&KDQJHPDQDJHPHQW¶FRYHUVYHUVLRQFRQWURORIWKHVHUYLFHDQGZKHWKHUWKHDSS
developer ³H[SHFWDQ\FKDQJHVWREHPDGHWRWKHGLJLWDOVHUYLFHLQWKHQH[WRU
PRQWKV´(Health Developer Network, 2017), This can potentially affect the 
functionality and usability of the app. If this is the case, the nature of the change and 
its potential impact must be determined and described. 
The DAQs, in their current form present an extensive series of self-assessing 
questions for app developers, covering several aspects of quality criteria for health 
and wellbeing apps. However, the self-assessment is still just the first step in the 
process to µSDVV¶RUµIDLO¶ the service, as these also needs to be validated  by a panel 
of reviewers who ³DVVHVVWKHDSS¶VFRQWHQWIURPDQXPEHURIPRUHVSHFLDOLVHG
DQJOHV³(Public Health England, 2017c).  
As the DAQs still are in beta version, this step has not been covered in detail in 
public, nor have we any detail on what such specialised angles might be, besides 
covering health content and behavioural change theory.  
It should also be noted that DAQs aligns heavily with ORCHA, as referenced in 
Appendix 2 and that their review and assurance process ³FRYHUVPDQ\RIWKH (same) 
HOHPHQWV´ (ORCHA, 2017a). However, ORCHA have not been included in the 
detailed analysis of this review, as covered in Section 3, while also avoiding 
unnecessary repetition. 
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5.1.2.10 United Kingdom ± PAS 277:2015: Health and Wellness Apps. 
Quality Criteria Across the Life Cycle. Code of Practice  
The Publicly Available Specification (PAS) for health and wellness apps was funded 
by Innovate UK and developed by the British Standards Institution (BSI) in 
collaboration with healthcare organisations and industry partners (BSI, 2015). The 
purpose of the PAS was to enable a code of practice in the United Kingdom and to 
³IRUPDVHWRISULQFLSOHVIRUGHYHORSHUVVRWKDWKHDOWKFDUHSURIHVVLRQDOVSDWLHQWV
DQGWKHSXEOLFWUXVWWKHLUSURGXFWVDQGVHUYLFHV´(MindTech, 2015). To accomplish 
this, BSI proposed a number of recommendations and guidelines, drawing on current 
standards for medical devices and the development of quality software (BSI, 2015). 
The proposed recommendations and guidelines include a set of quality criteria for 
health apps not declared as medical devices, ³ZKLFKVKRXOGEHGHVFULEHGRU
PHDVXUHGWKURXJKRXWDKHDOWKDQGZHOOQHVVDSSSURMHFW´ (BSI, 2015, p. 5). These 
cover the following: 
x Regulatory and legal compliance 
x Functionality 
x Usability and user experience 
x Reliability, performance, and scalability 
x Security and privacy 
x Safety 
x Compatibility and portability 
x Maintainability 
In addition to this set of quality criteria, BSI also presents a series of life cycle 
phases, which should correspond to most projects in health app development (BSI, 
2015). The life cycle phases cover the following:  
x Planning 
x Requirements analysis and research 
x Design  
x Application testing  
x Implementation 
x Release  
x Maintenance  
x Discontinuation of app project life cycle  
Within these life cycle phases, ³7KHTXDOLW\FULWHULDVKRXOGEHUHIHUHQFHGWKURXJKRXW´
(BSI, 2015, p. 5) and especially in the phases of requirements analysis, design and 
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application testing. The set of quality criteria defined by the BSI is elaborated on 
below. 
Regulatory and Legal Compliance  
The area of regulatory and legal compliance refers to the ³FXUUHQWFRPSOLDQFH
regulations governing, for example medical devices, data protection and other 
UHOHYDQWVWDQGDUGV´ (BSI, 2015, p. 8). To ensure compliance with any relevant 
regulations and laws, the app developer ought to do research into and be mindful of 
these, so that the compliance can be described in terms of the applicable regulations 
(BSI, 2015). The PAS do not specify which regulations and laws could be relevant, 
leaving these to the app developer to consider.  
Functionality  
)XQFWLRQDOLW\³FRYHUVWKHIXQFWLRQVWKDWDUHUHTXLUHGWRVXSSRUWWKHLQWHQGHGXse of 
the app for the user, and functions the app require to meet the relevant needs of any 
RWKHUVWDNHKROGHUV´(BSI, 2015, p. 5)7RIXOILOWKLVWKHDSS¶VUHOHYDQFHDQGIXQFWLRQDO
requirements for the specified type of care should be determined, and it should be 
clear how it intends to enhance or inhibit this care (BSI, 2015). To help determine 
DQGWHVWWKLVFDVHVWXGLHVDQGXVHUVWRULHVDUHVXJJHVWHG,IDSSOLFDEOHWKHDSS¶V
functionalities and content should also be age-appropriate, and only available for the 
intended users. Furthermore, the mentioned relevance and functional requirements 
of the app should also be included in the product description of the app.  
Usability and User Experience 
8VDELOLW\DQGXVHUH[SHULHQFHUHIHUVWRWKH³FRQVLGHUDWLRQVRIDFFHVVLELOLW\IRU
different types of users, and how using the app might fit in with related activities that 
WKHXVHUSHUIRUPV´(BSI, 2015, p. 5). By considering this, the app developers can 
HQVXUHWKDWWKHDSSPHHWVWKHXVHUV¶QHHGVDQGLVDFFHVVLEOHIRUWKHWDUJHWHGXVHUV
while ensuring a consistent user experience. To achieve this and avoid user errors, 
all data collected should be validated to ensure that users are filling in the correct 
GDWD)XUWKHUPRUHDQ\UHVWULFWLRQVWRWKHDSS¶VDFFHVVLELOLW\VKRXOGEHDGGUHVVHG,Q
DGGLWLRQWRWKLVWKH3$6UHIHUVWR³XVHIXODQGUHOHYDQWJXLGDQFHLQWKHPHGLFDO
device standards. For example, BS EN 62366-RUWKH)'$¶VXVDELOLty guidance 
>@´(BSI, 2015, p. 8).  
Reliability, Performance, and Scalability 
Reliability, performance and scalability cover ³both the performance of the app itself, 
and the supporting infrastructure, such as web services that tKHDSSPD\UHO\RQ´ 
(BSI, 2015, p. 5). To ensure the reliability and performance, several conditions 
SRWHQWLDOO\DIIHFWLQJWKHDSS¶VIXQFWLRQVDQGXVHVKRXOGEHDGGUHVVHGDQGDVVHVVHG
whether it is an unstable network connection or temporary loss of power (BSI, 2015).  
Furthermore, the apps requirements for memory and processor power, data storage 
and battery usage should be addressed and specified, so it is possible to detect and 
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act upon, if the app performs outside of an acceptable range. Lastly, time-related 
behaviours of the app, such as loading and response times should also be 
considered. 
Security and Privacy 
6HFXULW\DQGSULYDF\FRYHUV³HIIHFWLYHFRQWUROVRYHUWKHDSSDQGLQIRUPDWLRQWKDWLW
collects, while ensuring that before choosing to use the app, the user is made aware 
RIKRZSHUVRQDOLQIRUPDWLRQLVFROOHFWHGVWRUHGDQGXVHG´(BSI, 2015, p. 5).To 
ensure the users are aware of this, an easily available privacy policy should be 
present, detailing what information is recorded, whether the information is stored and 
if applicable, where it is stored. Furthermore, the policy should inform the users how 
they are able to manage their data and share it with third-party services and apps. 
The policy should also inform users whether their data is removed when they delete 
WKHDSSDQGZKDW³WULJJHUVWKHUHPRYDORISHUVRQDOGDWD´(BSI, 2015, p. 9) when it is 
no longer relevant. 
In addition to the privacy policy, ³5HTXLUHPHQWVIRUFRQIidentiality, data integrity, non-
UHSXGLDWLRQDFFRXQWDELOLW\DQGDXWKHQWLFLW\VKRXOGEHDGGUHVVHG´ (BSI, 2015, p. 8), 
while also keeping the data secure. Lastly, if the app utilises personal data, it should 
EHDQRQ\PL]HGVRLWLVQRWLQGLUHFWO\LGHQWLILDEOHPDLQWDLQLQJXVHUV¶DQRQ\PLW\ 
Safety 
Safety includes ³SDWLHQWVDIHW\ZKHUHUHOHYDQWDVZHOODVVDIHW\FRQVLderations 
WKDWZRXOGDSSO\WRDQ\VRIWZDUHSURGXFW´ (BSI, 2015, p. 5). To achieve this, the app 
should be designed so it can detect implausible values and results of the entered 
data and inform the users, so they can either correct the data or confirm it. 
Furthermore, if the app uses advertising, this should be clearly distinguishable from 
the actual content, ensuring that advertising is not interfering with, or not 
misinterpreted as health information. 
Additionally, the PAS refers WRµ3DWLHQW6DIHW\¶IURP1+6(QJODQGIRUPRUH
information (BSI, 2015). 
Compatibility and Portability 
&RPSDWLELOLW\DQG3RUWDELOLW\LQFOXGHWKH³FRPSDWLELOLW\RIWKHDSSZLWKGLIIHUHQW
platform configurations and the ways that information collected or used by the app 
PD\EHUHXVHGXQGHUDSSURSULDWHSULYDF\FRQWUROV´(BSI, 2015, p. 5). To accomplish 
this, the app should rely on standards and industry guidelines to ensure the app is 
LQWHURSHUDEOHDQGDEOHWRVKDUHKHDOWKFDUH³LQIRUPDtion or is used alongside other 
LQIRUPDWLRQV\VWHPV´(BSI, 2015, p. 9). For apps intended to interact with NHS 
England, SNOMED CT and The HSCIC interoperability toolkit framework are 
recommended. If the app is relying on other services to function as intended, it 
should be stated which services and versions are compatible and what functionality 
they can add. 
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)XUWKHUPRUH³The app design should take into account the range of platforms that 
need to be supported´(BSI, 2015, p. 9). This includes implementing processes to 
enable users to switch to another device or platforms, if appropriate. By doing so, the 
users should be able to either transfer the app and their personal data to another 
device or by making tKHDSS³XVDEOHRQPXOWLSOHGHYLFHVZLWKWKHVDPHGDWD´(BSI, 
2015, p. 9). Likewise, the users should also be able to uninstall the app and transfer 
their data to a replacement app, if needed.  
Maintainability 
0DLQWDLQDELOLW\³FRYHr all the considerations that are relevant to the reliable and cost 
HIIHFWLYHSURYLVLRQRIPDLQWHQDQFHVHUYLFHVVHHDQGFRQILJXUDWLRQFRQWURO³(BSI, 
2015, p. 5). Such considerations are vital, as these help to ensure the app can 
continue to perform as intended. To achieve this, maintenance processes should be 
in place, so the developers can receive, track and resolve any potential issues 
reported (BSI, 2015). Likewise, unintended uses should be identified and assessed 
for safety risk, which need to be addressed as should any potential opportunities for 
extending the intended purpose of the app. 
The users should also be informed of any available app upgrades and in some cases 
require users to upgrade to the newest version, before the app is available for use 
again (BSI, 2015). The developers should also carry out a ³SHULRGLFUHYLHZRIKHDOWK
LQIRUPDWLRQDQGNQRZOHGJHLQFRUSRUDWHGLQWKHDSSDQGSURGXFWGHVFULSWLRQ´ (BSI, 
2015, p. 12) to ensure the information is maintained and up to date. 
It is also suggested that the app is developed using a modular design, while also 
FRQVLGHULQJ³IUDPHZRUNVFRPSRQHQWVDQGWRRONLWVLQFOXGLQJWKRVHWKDWKDYHEHHQ
designed specifically for health and wellness app developmHQW´(BSI, 2015, p. 11). 
Such a framework could for example be the HSCIC interoperability toolkit.  
The PAS extensively covers the various aspects of developing health and wellbeing 
apps, while also defining the above examined quality criteria. Even though the PAS 
is primarily aimed at app developers, it still presents valuable considerations for 
HSCPs to use when selecting apps to recommend (BSI, 2015). 
 
5.1.2.11 United Kingdom ± Quality Assurance Framework: Mobile Apps for 
NHS Scotland Healthcare Professionals 
The Quality Assurance Framework is an initiative currently being drafted for NHS 
6FRWODQGZKLFK³DLPVWRHQVXUHWKDWPRELOHDSSVIRUKHDOWKFDUHSURIHVVLRQDOVLQ
NHS Scotland serve as tools to support consistent, safe, high quality care, and 
UHGXFHZDVWH´(Wales, 2017, p. 3). The framework intends to provide quality assured 
apps for HSCPs in Scotland and provide an evidence base for NHS Scotland to 
measure the impact of using apps in healthcare (Wales, 2017). Furthermore, it 
intends to increase the confidence among patients and citizens in apps used by 
HSCPs and offer guidance and support for app developers and providers, so they 
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FDQ³HQVXUHWKDWWKHLUDSSVFDQEHUHFRJQLVHGDVVXLWDEOHIRUXVHZLWKLQ1+6
6FRWODQG³(Wales, 2017, p. 3).   
The framework itself is meant for all kinds of apps targeted at HSCPs, including 
those classified as medical devices, which are supposed to be self-assessed through 
WKHIUDPHZRUN¶VWKUHHSDUWV(Wales, 2017). These are the following: 
Part 1: Compliance with standards, legislation and regulatory requirements 
Part 2: Adherence to quality criteria defined for NHS Scotland  
Part 3: Impact evaluation 
These will be examined further below. 
Part 1: Compliance with Standards, Legislation and Regulatory Requirements 
7KHILUVWSDUWRIWKHIUDPHZRUNFRYHUVWKHDSS¶V³FRPSOLDQFHZLWKVWDQGDUGV
OHJLVODWLRQDQGUHJXODWRU\UHTXLUHPHQWV´ (Wales, 2017, p. 15) for information security, 
information governance, accessibility standards, usability standards, interoperability 
standards, and if applicable, the apS¶VUHJLVWUDWLRQZLWKWKH0+5$ 
7RHQVXUHWKHDSS¶VFRPSOLDQFHDQGDGKHUHQFHZLWKDSSOLFDEOHVWDQGDUGV
legislations and regulations, the framework refers to relevant standards etc. for each 
area, where the app publisher should provide documentation for their compliance 
(Wales, 2017). For example with regard to information security, the app should 
adhere to the ³,62VWDQGDUGVIRUVRIWZDUHGHYHORSPHQWVHFXULW\´ (Wales, 
2017, p. 15). If the app is used to process or to store data, evidence should be 
provided for its adherence to one of the following certifications: Cyber Essentials, 
Cyber Essentials Plus or ISO/IEC 27001:2013. If the app stores data online, 
documentation should be provided for its compliance with the five principles of 
³FRPPXQLFDWLRQFRQVHQWFRQWUROWUDQVSDUHQF\LQGHSHQGHQWDQG\HDUO\DXGLW´ 
(Wales, 2017, p. 15) found in ISO/IEC 27018. Lastly, the app should provide a 
completed version of the NHS Scotland systems security policy form.  
This comprehensive assessment and referral to applicable standards etc. is carried 
out within each of the listed areas, which creates a practical overview of the 
necessary compliances and adherences for the app (Wales, 2017).  
Part 2: Adherence to Quality Criteria Defined for NHS Scotland 
The second part of the framework assesses how the app adheres to current quality 
criteria defined by NHS Scotland  (Wales, 2017, p. 18). These include:  
Evidence Base 
To assess the quality of evidence used in the app, details of ³WKHHYLGHQFHVRXUFHV
ZKLFKLQIRUPWKHFRQWHQW´  (Wales, 2017, p. 18) of the app should be provided along 
with information on how the evidence has been sourced and evaluated. Furthermore, 
the apps alignment with current best practices in NHS Scotland should be assessed 
and detailed. Lastly, ³LIWKHDSSLQFOXGHVJXLGDQFHDQGPHGLFLQHVLQIRUPDWLRQWKDWLV
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QRWUHOHYDQWRUDSSURSULDWHIRU1+66FRWODQG´ (Wales, 2017, p. 18), the assessment 
should specify how NHS Scotland users are directed away from this. 
Authentication 
µ$XWKHQWLFDWLRQ¶FRYHUVWKHDXWKHQWLFDWLRQPHWKRGV employed within the app and 
potentially at remote endpoints, if the app provides access to such (Wales, 2017). 
7KLVLQFOXGHVGHWDLOVRQWKHDSS¶VSDVVZRUGSROLF\DQGLWVHQIRUFHPHQWDQGKRZ³WKH
app respond when incorrect authentication credentials been submitted an excessive 
QXPEHURIWLPHV´ (Wales, 2017, p. 19). The guideline should also cover how the app 
handles existing sessions, when the users log out and how ³WKHUHPRWHHQGSRLQW
DXWKHQWLFDWHFOLHQWUHTXHVWV´(Wales, 2017, p. 18).  
Interoperability for NHS Scotland Mobile App Development and Delivery Platform 
µ,QWHURSHUDELOLW\¶DVFRYHUHGLQ¶3DUW¶RIWKHIUDPHZRUNGHWDLOVKRZWKHDSS
adheres to applicable interoperability standards (Wales, 2017)+RZHYHUZLWKLQµ3DUW
¶RIWKHIUDPHZRUNWKHLQWHURSHUDELOLW\VKRXOGEHDGGUHVVHGLQPRUHGHWDLO
regarding how the app enables ³VKDULQJDQGUH-use of content and functionality with 
oWKHU1+66FRWODQGDSSV´ (Wales, 2017, p. 19). Additionally, the app developers 
should also provide further details on ³DQ\$3,VHPSOR\HGE\WKHDSSLQFOXGLQJ
ZKHUHWKHVHDUHSXEOLVKHGDQGKRZWKH\DUHDFFHVVHG´(Wales, 2017, p. 19).  
Testing and Technical Stability 
µ7HVWLQJ¶FRYHUVWKHSRWHQWLDOWHVWVDQGWULDOVRIWKHDSSIURPZKLFKWKHDSS
developer should provide ³'HWDLOVRIWHVWVSHUIRUPHGDQGWKHRXWFRPHVRIWKRVH
WHVWV´ (Wales, 2017, p. 19)7KHµ7HFKQLFDO6WDELOLW\¶RIWKHDSSLQFOXGHVGHWDLOVRIWKH
arrangements and monitoring in place ³WRLGHQWLI\IDXOWVDQGWHFKQLFDOLVVXHV´ 
(Wales, 2017, p. 19) in the app, and how the developers intend to address such 
issues. 
Sustainability 
µ6XVWDLQDELOLW\¶FRYHUVWKHSODQQHGPDLQWHQDQFHRIWKHDSS¶VFRQWHQWDQGVRIWZDUH
for which it should be described how the app developers intend to review and update 
³WKHHYLGHQFHEDVHDQGFRQWHQWRIWKHDSSLQ a timely manner" (Wales, 2017, p. 19).  
Similarly, the planned maintenance of the software should be described, including 
KRZWKHGHYHORSHUVSODQWRPDLQWDLQDQGVXVWDLQWKHDSS¶VVRIWZDUHZKHQIRU
example, new OS versions are released.  
)XUWKHUPRUHWRHQVXUHWKHXSNHHSRIWKHDSS¶VTXDOLW\DIROORZ-up review of the app 
should be arranged, for which the ³'HIDXOWUHYLHZGDWHLV\HDUVIURPDFFHSWDQFH´
(Wales, 2017, p. 20).  
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Part 3: Impact Evaluation 
7KHWKLUGSDUWRIWKHIUDPHZRUNLVµ,PSDFW(YDOXDWLRQ¶ZKHUHWKHLPSDFWRIWKHDSSLV
evaluated using an outcomes chain and contribution analysis (Wales, 2017). This 
approach has been adopted as it supports measuring both short, intermediate and 
long term impact outcomes, while also ³IRFXVLQJRQµKRZ¶UDWKHUWKDQµLI¶LPSDFWLV
DFKLHYHG´(Wales, 2017, p. 21) and on much more. Furthermore, outcomes chain 
and contribution analysis approaches are already highly recognised within NHS 
Scotland, as ³WKH\DUHXVHGE\+HDOWKFDUH,PSURYHPHQW6FRWODQGDQG+HDOWK
6FRWODQGWRHYDOXDWHWKHLULPSURYHPHQWSURJUDPPHV´ (Wales, 2017, p. 22).  
To realise this approach, the app developer would, as part of the self-assessment, fill 
out an impact assessment matrix, defining ³WKHLQGLFDWRUVWREHXVHGDWHDFKOHYHORI
WKHRXWFRPHVFKDLQ´ (Wales, 2017, p. 23) along with the means to gather the needed 
data. Moreover, potential risk factors should be defined so that these can ³EH
PDQDJHGWRPD[LPLVHFKDQFHVRIVXFFHVVDWHDFKOHYHORIWKHIUDPHZRUN´ (Wales, 
2017, p. 24). As the framework is currently being drafted, this matrix is not available 
to include in the review at the time of writing this report.  
Overall, the quality assurance framework gives a comprehensive coverage of app 
assessment, with many of its principles transferable to a wider context, including  
apps for citizens (Wales, 2017). Specifically, its coverage of applicable standards 
and regulations, relevant for NHS Scotland, can be useful for the mPower project in 
the assessment of the pending mPower services. The coverage of the quality criteria 
for assessment is not as extensive as seen with other initiatives within this report, but 
as the framework is still being drafted this could likely change. Furthermore, the 
frameworks coverDJHRIµ,PSDFW(YDOXDWLRQ¶PLJKWEHEHQHILFLDOWRLQYHVWLJDWHIXUWKHU
as it becomes available.  
 
5.1.2.12 United States - Mobile Health App Developers: FTC Best Practices 
In 2016, the U.S. Federal Trade Commission (FTC) published a guideline of best 
practices for app developers working with health apps (FTC, 2016). The guidelines 
presents eight best practices for app developers to incorporate ³VRXQGSULYDF\DQG
security practices´(FTC, 2016). These include the following: 
x Minimize data 
x Limit access and permissions 
x Keep authentication in mind 
x Consider the mobile ecosystem 
x Implement security by design 
x 'RQ¶WUHLQYHQWWKHZKHHO 
x Innovate how you communicate with users 
x 'RQ¶WIRUJHWDERXWRWKHUDSSOLFDEOHODZV 
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µ0LQLPL]HGDWD¶UDLVHVWZRDVSHFWVIRUDSSGHYHORSHUVWRFRQVLGHULQZKLFKWKHILUVW
covers the necessity for collecting and retDLQLQJXVHUV¶GDWDDVDSSGHYHORSHUV
should abstain from collecting data that is not integral for the functioning of the app 
(FTC, 2016)7KHVHFRQGDVSHFWUHIHUVWRWKHDSSGHYHORSHUV¶DELOLW\DQG
commitment to keep the data in a de-LGHQWLILHGIRUPWRSURWHFWWKHXVHUV¶SULYDF\
They should therefore consider if they can maintain the apps ³IXQFWLRQDOLW\ZKLOH
maintaining and using that information in de-LGHQWLILHGIRUP´(FTC, 2016). 
µ/LPLWDFFHVVDQGSHUPLVVLRQV¶SUHVHQWVWKUHHDVSHFWVZKLFKVKRXOGEHFRQVLGHUHG
(FTC, 2016)7KHILUVWLVWKHDSS¶VQHHGIRUSHUPLVVLRQVDVLWVKRXOGRQO\UHTXLUH
permission to the local resources essential for its functionality. Secondly, if the OS 
allows it, trusted user interface components should be used instead of direct API 
access, as it enables the app to further limit its access data collection. Lastly, the 
app developer should consider using privacy-protective default settings, to ensure 
both experienced and iQH[SHULHQFHGXVHUV¶SULYDF\LVSURWHFWHG 
µ.HHSDXWKHQWLFDWLRQLQPLQG¶UDLVHVIRXUDVSHFWVIRUFRQVLGHUDWLRQLQZKLFKWKHILUVW
KDVWRGRZLWKWKHDSS¶VJHQHUDWLRQRIFUHGHQWLDOVWR³HQVXUHWKDWWKHSHUVRQ
DFFHVVLQJDSDUWLFXODUDFFRXQWLVWKHOHJLWLPDWHRZQHU´ (FTC, 2016). Secondly, the 
app developer should consider implementing strong password requirements and 
prevent the user from using a default password. The third aspect refers to the storing 
of passwords, as these should not be stored in clear text, but instead through using 
password hashing to make it harder for these to be compromised. Lastly, the access 
to any data should be limited ³WRWUXVWHGFOLHQWVRUSDUWLHVZLWKDOHJLWLPDWHQHHGWR
XVHWKHGDWD´(FTC, 2016). 
µ&RQVLGHULQJWKHPRELOHHFRV\VWHP¶LQFOXGHVWKUHHUHOHYDQWDVSHFWVWRWDNHLQWR
account (FTC, 2016). The first one relates to whether the app relies on the inbuilt 
security features on the mobile platform to protect sensitive data. If this is the case,  
the developer should test and confirm the protection to ensure useUV¶GDWDLVVHFXUH
regardless of the platform (FTC, 2016). The second one has to do with the protection 
of data provided by any third-party services used, as the data collected should also 
be safeguarded if the app, for example, uses a third-party service to store the data in 
the cloud. Lastly, the third aspect relates to the use of code or components from 
third-party libraries or companies, which should be tested to ensure they are free of 
YXOQHUDELOLWLHVWKDWFRXOGFRPSURPLVHXVHUV¶SULYDF\ 
µ,PSOHPHQWVHFXULW\E\GHVLJQ¶LQFOXGHVVL[DVSHFWVIRUFRQVLGHULQJGDWDVHFXULW\LQ
which tKHILUVWLVGHYHORSLQJDµFXOWXUHRIVHFXULW\¶ZKHUHHPSOR\HHVDUHHQFRXUDJHG
³UHFRJQL]HDQGVSHDNXSDERXWYXOQHUDELOLWLHV´(FTC, 2016). Secondly, data security 
should be incorporated at every stage of the ³DSS¶VOLIHF\FOHGHVLJQGHYHORSPHQW
launch, and post-PDUNHW´(FTC, 2016), meaning it should be tested, evaluated and 
updated continuously through the lifecycle. The third aspect refers to the encryption 
methoGVXVHGDVWKLVLVYLWDOWRSURWHFWWKHXVHUV¶FROOHFWHGGDWD7RHQVXUHWKLV
FTC suggest ³XVLQJZHOO-known, off-the-VKHOISURGXFWVIRUWKLV´(FTC, 2016). 
)RXUWKO\WKHDSSGHYHORSHUVKRXOGFRQVLGHUWKHDSS¶VSURWHFWLRQDJDinst common 
vulnerabilities and take necessary steps to counter such vulnerabilities. This includes 
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rate-limiting ³WUDIILFVHQWWRRUUHFHLYHGE\DQHWZRUNWRUHGXFHWKHULVNRIDXWRPDWHG
DWWDFNV´ (FTC, 2016). The fifth aspect refers to keeping the app up-to-date and 
current to counter emerging security vulnerabilities and plan how this should be 
provided. The sixth, and final aspect involves how the app developer is keeping track 
of the data collected and stored for which it is suggested to have ³DQXS-to-date 
LQYHQWRU\RIWKHLQIRUPDWLRQ³ (FTC, 2016). 
µ'RQ¶WUHLQYHQWWKHZKHHO¶FRQWDLQDVLQJOHXQGHUO\LQJDVSHFWUHIHUULQJWRWKH
established efforts already taken to ³VDIHJXDUGFRQVXPHUV¶SHUVRQDOLQIRUPDWLRQDQG
KHOSSURWHFWWKHLUSULYDF\´ (FTC, 2016). The app developer is encouraged to take 
advantage of these efforts, including SDKs, software libraries and tools for testing 
the app.  
 
5.1.2.13 United States ± Xcertia 
Xcertia is a recent non-profit initiative taking place in the United States, where 
several healthcare organisations have come together to develop a framework for 
assessing mHealth apps  and  create ³LQGXVWU\JXLGHOLQHVIRUVDIHDQGHIIHFWLYH
PRELOHKHDOWKDSSOLFDWLRQV´ (Xcertia, 2017e). The collaborating organisations include 
the American Heart Association (AHA), the American Medical Association (AMA), 
the DHX Group, and the Healthcare Information and Management Systems Society 
(HIMSS). Additionally, the group have invited interested partners from industry and 
KHDOWKFDUHWRSDUWDNHLQWKHµ;FHUWLD&ROODERUDWLYH¶ZKLFKFXUUHQWO\DFFRXQWVIRUPRUH
than 30 members.  
As part of the collaborative, members will gain access to the guidelines and partake 
in their continuous development through workshops and various work groups. The 
collaborative recently released a preliminary version of their proposed guidelines, 
which are currently undergoing an open call for evaluation and potential changes 
until the 15th of March 2018. The guidelines includes four overarching categories: 
App Operability, App Privacy, App Security and App Content (Xcertia, 2017d). Each 
of these categories along with their six to seven underlying guidelines and their one 
to thirteen connected performance requirements will be examined below. 
App Operability 
7KHDSS³2SHUDELOLW\ZLOODVVHVVZKHWKHUDPRELOHKHDOWKDSSLQVWDOOVORDGVDQG
UXQVLQDPDQQHUWKDWSURYLGHVDUHDVRQDEOHXVHUH[SHULHQFH´(Xcertia, 2017d). In 
order to assess this, seven underlying guidelines have been suggested, which cover 
several factors including the consistency and reliability of the app, and whether it 
functions on the intended device(s), operating system(s) and network(s) (Xcertia, 
2017b). If applicable, the app should also consistently connect (With consent) to third 
party devices, mobile applications, software and online user accounts, while 
informing users of any issues affecting this connection. This also covers certified 
EHR and PHR systems where the interoperability should be specified and 
GRFXPHQWHG7KHGDWDZKLFK³WKHDSSVDYHVVHQGVWRDQGRUUHFHLYHV´(Xcertia, 
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2017b) from each system should be provided and only occur in a HIPAA-compliant 
and secure manner. 
Furthermore, the app operability also covers the information provided in the 
description of the app, in which it should be made clear which devices, operating 
systems and system versions are supported (Xcertia, 2017b). The description should 
also address how users can contact the app publisher/developer for technical 
support and general feedback to potentially improve the user experience. Information 
on prior releases and updates should similarly be easily available, detailing any 
changes that have taken place over time. 
App Privacy 
³3ULYDF\ZLOODVVHVVZKHWKHUDPRELOHKHDOWKDSSSURWHFWVWKHXVHU¶VLQIRUPDWLRQ
including Protected Health Information (PHI) in full compliance with all applicable 
ODZVUXOHVDQGUHJXODWLRQV´(Xcertia, 2017d). To assess this, six underlying 
guidelines have been proposed. These include a privacy policy, which should be 
easily available and disclose all data points collected, how they are collected and by 
whom and to what purpose it is collected, accessed and used. The policy should 
also disclose the retention period of any gathered data and inform users on how to 
get a copy of their collected personal information. Moreover, the policy should advice 
users how to access/request, update and potentially delete any of this information, if 
needed. The policy should also address the use by children under the age of 13 and 
how the app has measures in place to protect them. Such measures include age 
verification, age-restricted content and parental consent before collecting/sharing 
any data. 
7KHDSSSULYDF\DOVRDGGUHVVHVWKHDSS¶VDFFHVVWRORFDOUHVRXUFHVDVLWVKRXOGEH
clearly explained which resources are accessed and why these are necessary. The 
local resources presented includes mobile network, Wi-Fi, SMS/MMS, email, 
Bluetooth, camera/microphone, GPS, address book, calendaring/ alarm system, 
PSTN and social networking sites, where a prior consent should be obtained before 
accessing any of them. Finally, the app should not share any data with third-parties, 
unless the user has given an affirmative consent and even then, measures ought to 
be taken to anonymise the data. Furthermore, before sharing data with any third-
parties, an agreement should be in place to safeguard the data. The user should 
likewise be able to easily opt-in or out of sharing such data with third-parties.  
App Security  
The App Security ³ZLOODVVHVVLIWKHDSSOLFDWLRQLVSURWHFWHGIURPH[WHUQDOWKUHDWV´ 
(Xcertia, 2017d). In order to do this, Xcertia have proposed six underlying guidelines, 
which covers aspects of ³$GPLQLVWUDWLYHSK\VLFDODQGWHFKQLFDOVDIHJXDUGVWR
SURWHFWXVHUV¶LQIRUPDWLRQIURPXQDXWKRUL]HGGLVFORVXUHRUDFFHVV´(Xcertia, 2017c). 
These includes authentication methods to authenticate users at a session level and 
encrypting any personal information that is collected, stored or transmitted through 
recRJQL]HGDQGLQGXVWU\DFFHSWHGPHWKRGV³HJ),36-,62,(&´(Xcertia, 
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2017c). )XUWKHUPRUHWKHDSSVKRXOGDOVRKDYHVDIHJXDUGVWRDXWKHQWLFDWHXVHUV¶
identity, in case their username/password is lost or forgotten, so they can receive 
reminder or create a new one.  
The app and any third-party code used must also be free of malicious code or 
malware, which should be determined through scanning software (Xcertia, 2017c). 
$GGLWLRQDOO\WKHDSSSXEOLVKHUPXVWHQVXUH³WKDWWKHDSS¶VVHFXULW\SURFHGXUHV
comply at all times with generally recognized best practices and applicable rules and 
regulations jurisdiction(s)³(Xcertia, 2017c) the app is intended for.  
0RUHRYHUWKHDSS¶VVHFXULW\SURFHGXUHVDQGFRPSOLDQFHVVKRXOGEHGHVFULEHGDQG
be easily available for the users, so they can affirmatively consent. The app 
publisher should also have mechanisms in place to review and update security 
SURFHGXUHV³to ensure that they comply at all times with applicable rules and 
regulations´(Xcertia, 2017c). 
Lastly, the app publishers should have mechanisms in place to notify users, if the 
app is banned or recalled and ensure the app is rendered inoperable (Xcertia, 
2017c). 
App Content 
App ³&RQWHQWZLOODVVHVVZKHWKHUWKHLQIRUPDWLRQSURYLGHGLQWKHPRELOHKHDOWKDSS
is evidence-EDVHGFXUUHQWDQGDFFXUDWH´ (Xcertia, 2017a). To ensure this, six 
underlying guidelines have been proposed, covering the information and functions 
provided through the app. First of all, the content should be based on credible and 
recognized information sources. Such recognized sources include current protocols, 
published guidelines, evidence-based practices, peer-reviewed journals and more, 
where the documentation should be provided, so users can easily access it. If the 
content is based on non-recognized sources, its relevance and reliability should be 
explained and documented, along with when and how it was formulated. Moreover, if 
the content deviates from these sources, it should be clearly specified and explained. 
In general, the content and description ought to be ³WUXWKIXOIDLUDQGQRWPLVOHDGLQJ´ 
(Xcertia, 2017a), while producing accurate and reliable readings (if applicable), 
ZKLFKFDQEHYHULILHGLQGHSHQGHQWO\)XUWKHUPRUHWRHQVXUHWKHDSS¶V
appropriateness for the users, the content should also be formulated and designed 
with the intended users in mind, whether it is HSCPs or patients. Should the app 
contain advertising, it should be clearly identifiable as advertisements to ensure 
users can easily separate app content and advertisements, so misunderstandings 
are avoided.  
Lastly, a method or a protocol should be in place to determine if and when the 
content requires updating and how that will be updated, ensuring the content is 
always based on up-to-date information (Xcertia, 2017a). If this is not the case and 
the content becomes medically dangerous, a documented process should be in 
place to notify users and to retract the outdated version. 
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The Xcertia initiative and the four criteria covered above are more extensive than 
most initiatives covered within this report, which is mostly due to the comprehensive 
list of performance requirements created for each underlying criterion. Within these, 
each underlying criterion is extensively specified down to minimal technical 
requirements, referring current practices, standards and methods etc. Due to this, it 
is also becoming rather technical and it is unlikely that a HSCPs or healthcare 
organisation can assess the app without help from developers or professionals with 
a technical background.  
However, the Xcertia initiative is, as mentioned earlier, still new and on-going, and 
the guidelines are in their preliminary form, awaiting comments and feedback until 
the 15th of March 2018. When they are finalised, Xcertia plans to ZRUN³ZLWKWKLUG
SDUWLHVWRGHYHORSFHUWLILFDWLRQVEDVHGRQWKRVHVWDQGDUGV´ (Comstock, 2017). 
 
5.1.3 Cross Border Initiatives  
5.1.3.1 European Commission ± Working Group on mHealth Assessment 
Guidelines  
The European Commission (EC) appointed a working group in February 2016, 
PDQGDWHGWRGUDIWDVHWRIFRPPRQJXLGHOLQHVIRU³DVVHVVLQJWKHYDOLGLW\DQG
UHOLDELOLW\RIWKHGDWDWKDWKHDOWKDSSVFROOHFWDQGSURFHVV´(European Commission, 
2017, p. 3), as previously recommended in their green paper on mHealth (2014). 
The working group comprised of relevant stakeholder groups from across Europe 
including patients, HSCPs and providers, payers, industry, academia and public 
authorities. As the working group was announced, the expected guidelines quickly 
became highly anticipated and welcomed as a much-needed initiative to 
accommodate the requirement for a shared method for assessing app data. 
However, as the working group began their work, a majority of the members wanted 
to expand the scope of the guidelines to encompass a broader assessment of 
mHealth initiatives. For this, 13 assessment criteria were suggested, which the 
separate groups examined from their respective points of view. The suggested 
criteria are the following:  
x Privacy 
x Transparency 
x Safety 
x Reliability 
x Validity 
x Interoperability 
x Technical stability 
x Effectiveness 
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x Efficacy 
x Efficiency 
x Accessibility 
x Usability/desirability 
x Scalability 
0RVWRIWKHZRUNLQJJURXSDJUHHGXSRQµ3ULYDF\¶µ7UDQVSDUHQF\¶µ5HOLDELOLW\¶
µ9DOLGLW\¶µ,QWHURSHUDELOLW\¶DQGµ6DIHW\¶7KHLQGXVWU\VWDNHKROGHUVRQO\ZLVKHGWR
DGKHUHWRWKHRULJLQDOPDQGDWHRIµ9DOLGLW\¶DQGµ5HOLDELOLW\¶RIGDWD+RZHYHULQGXVWU\
still acknowledged that the other criteria might be useful for a broader assessment, 
but instead suggested a stepwise approach with the two originally mandated criteria 
as a starting point. In general, Industry had ³QRVXSSRUWIRULQFOXVLRQRIDQ\FULWHULRn 
RWKHUWKDQUHOLDELOLW\DQGYDOLGLW\RIGDWD´ (European Commission, 2017: Annex 1) 
among the industry stakeholders. 
,QDGGLWLRQWRWKHVL[FULWHULDPHQWLRQHGDERYHµ7HFKQLFDOVWDELOLW\¶DQG
µ(IIHFWLYHQHVV¶ZHUHDOVRGHHPHGUHOHYDQWE\PRVWVWDNHKROGHUJURXSV(European 
Commission, 2017)µ7HFKQLFDOVWDELOLW\¶ZDVFRQVLGHUHGDSSURSULDWHE\JURXSVVXFK
DV3DWLHQWV3XEOLF$XWKRULWLHV3D\HUVDQG6RFLDO+HDOWK,QVXUDQFHµ(IIHFWLYHQHVV¶
was, on the other hand, seen as a relevant criterion by interested parties such as 
Patients, Healthcare Professionals, Payers and Social Health Insurance.  
$OWKRXJKWKHUHZDVVRPHGLVFUHSDQF\DPRQJWKHGLIIHUHQWVWDNHKROGHUJURXSV¶
understanding of the criteria, ³LWFRXOGEHFRQFOXGHGWKDWWKHUHLVDFRQVHQVXVRQWKH
UHOHYDQFHRIWKHIROORZLQJILYHFULWHULD´(European Commission, 2017, p. 8): 
1. Privacy 
2. Transparency 
3. Reliability 
4. Validity 
5. Interoperability. 
An example RIGLYHUJHQWXQGHUVWDQGLQJRIFULWHULDFDQEHIRXQGZLWKµ7UDQVSDUHQF\¶
3DWLHQWVXQGHUVWRRGWKLVDVWKH³,GHQWLILFDWLRQRIWKHRULJLQDWRUVVSRQVRUVRIDSSV´
(European Commission, 2017: Annex 1), while also informing users of the necessary 
GDWDIRUDµVPRRWK¶IXQFWLRQLQJRIWKHDSS)XUWKHUPRUHWKH\DOVRXQGHUVWRRGWKLVWR
include how the collected data should be handled and who that is shared with. 
HSCPs YLHZHGµ7UDQVSDUHQF\¶DVSURYLGLQJWKHP³ZLWKUHOHvant and trustworthy 
LQIRUPDWLRQDERXWWKHDSSDQGWKHGHYHORSHU´(European Commission, 2017: Annex 
1), as they deemed it essential for their reliable decision making process of the app.  
Public AuthoritieVSHUFHLYHGµ7UDQVSDUHQF\¶DVHVVHQWLDOWRHQDEOHXVHUVWR
understand what information is collected by the app. Additionally, the Andalusian 
authorities believed it covered ³DEVHQFHRIFRQIOLFWRILQWHUHVWVDXWKRUVKLSIXQGLQJ
VRXUFHVHWF´(European Commission, 2017: Annex 1). 
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Payers and Social Health Insurance representatives saw µ7UDQVSDUHQF\¶DVDZD\WR
HQVXUH³WKHXVHUVPXVWNQRZZKDWKHJHWV´(European Commission, 2017: Annex 1), 
for which they presented three topics to cover: 1) who financed, developed and 
distributed the app, 2) the evidence base of the app and 3) the data collected by the 
app and what it is used for.  
Industry, Research and AcademLDXQGHUVWRRGµ7UDQVSDUHQF\¶DVRYHUODSSLQJZLWK
µ3ULYDF\¶,QGXVWU\EHOLHYHG³0DQ\RIWKH
FULWHULD
WKDW:RUNLQJ*URXSPHPEHUV
EHOLHYHVKRXOGIDOOLQWRWKLVILHOGLVDFWXDOO\FRYHUHGE\GDWDSURWHFWLRQODZ´
(European Commission, 2017: Annex 1). Additionally, Research and Academia 
SUHVHQWHGDFRQFHSWRIµ7UDQVSDUHQF\-by-GHVLJQ¶HQDEOLQJ³XVHUVDQGH[WHUQDO
REVHUYHUVWRNHHSDFORVHZDWFKRQWKHRULJLQTXDOLW\QHXWUDOLW\YDOXHRIGDWD´
(European Commission, 2017: Annex 1). 
Nevertheless, even as the working group failed in their efforts to issue and endorse a 
set of common guidelines, their work has still provided valuable insights into the 
participating stakeholder groups perception of the criteria. These can prove 
beneficial when examining other initiatives, as the work involves a comprehensive 
understanding and discussion of the suggested criteria. Furthermore, the varying 
perceptions stress the importance of a clear and common understanding of the 
defined criterions and can provide a useful basis for the mPower project.  
 
5.1.3.2 European Commission ± Code of Conduct on privacy for mHealth  
In 2016, the European Commission submitted a draft code of conduct for approval, 
which aims to provide app developers with  a ³VSHFLILFDQGDFFessible guidance on 
how European data protection legislation should be applied in relation to mHealth 
DSSV´(European Commission, 2016, p. 1). To achieve this, the code of conduct 
applies a broad approach, for which it can be used both in the development of an 
DSSEXWDOVRIRUDSSGHYHORSHUVWR³asVHVVDQGGHFODUHWKHFRPSOLDQFHRILWVDSS´ 
(European Commission, 2016, p. 3)7KLVLQFOXGHVµ3UDFWLFDOJXLGHOLQHVIRUDSS
GHYHORSHUV¶DQGDµ3ULYDF\LPSDFWDVVHVVPHQW¶ZKLFKQHHGVWREHFRPSOHWHGLIWKH
app developers wish to voluntarily declare their adherence to the code of conduct.  
Practical Guidelines for App Developers 
The practical guidelines are comprised of eleven self-reflecting questions, which 
cover aspects such as obtaining consent, main principles of app development, 
appropriateness of necessary security measures, showing advertisements, data 
usage for secondary purposes and sharing data with third-parties (European 
Commission, 2016). An example of these questions is examined below: 
³:KLFKDUHWKHPDLQSULQFLSOHVWKDW,PXVWUHVSHFWEHIRUHPDNLQJDQP+HDOWKDSS
DYDLODEOH"´ (European Commission, 2016, p. 7). To answer this question, five 
principles are presented, which include purpose limitation, data minimisation, 
transparency, privacy by design and privacy by default and data subject rights. 
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µ3XUSRVHOLPLWDWLRQ¶VKRXOGEHFRYHUHGE\GHVLJQLQJWKHDSS³WRRQO\FROOHFWDQG
SURFHVVGDWDFRQFHUQLQJKHDOWKIRUVSHFLILFDQGOHJLWLPDWHSXUSRVHV´ (European 
Commission, 2016, p. 7), while also specifying such purposes and their relation to 
WKHDSS¶VIXQFWLRQV 
µ'DWDPLQLPLVDWLRQ¶HQWDLOVFRQVLGHULQJ³ZKDWGDWDLVVWULFWO\QHFHVVDU\IRU\RXUDSSWR
SURYLGHLWVGHVLUHGIXQFWLRQDOLW\LQOLQHZLWKWKHSXUSRVHV´ (European Commission, 
2016, p. 8). This means that the app should not collect, process or store data beyond 
what is necessary for it to function correctly.  
µ7UDQVSDUHQF\¶FRYHUVLQIRUPLQJWKHXVHUVRIWKHDSS³ZLWKDFOHDUGHVFULSWLRQRIWKH
SXUSRVHVIRUZKLFKWKHLUSHUVRQDOGDWDZLOOEHSURFHVVHG´(European Commission, 
2016, p. 8) so they can easily understand what personal data is collected and why. 
µ3ULYDF\E\GHVLJQ¶PHDQVFRQVLGHULQJDQGLPSOHPHQWLQJDVSHFWVWRDGGUHVVSULYDF\
implications throughout the app development and ensure the app ³ZLOOVXSSRUWWKH
SULYDF\RI\RXUXVHUVZKHUHYHUSRVVLEOH´(European Commission, 2016, p. 8). On the 
RWKHUKDQGµSULYDF\E\GHIDXOW¶HQWDLOVLQWHJUDWLQJSUH-selection of the ³OHDVWSULYDF\
LQYDVLYHDQGFRPSOLDQWFKRLFH´ (European Commission, 2016, p. 9), whenever the 
users can make a choice related to the processing of their personal data.  
µ'DWDVXEMHFWULJKWV¶UHIHUVWRWKHDSSXVHUV³ULJKWWRDFFHVVDQ\SHUVRQDOGDWD
reODWLQJWRWKHP´ (European Commission, 2016, p. 9) stored by the app developer, 
for which they should be able to correct or demand the deletion of. To accommodate 
this, the app should have a user friendly interface implemented, which facilitates ³WKH
H[HUFLVHRIWKHVHULJKWV´ (European Commission, 2016, p. 9). 
Privacy Impact Assessment 
µ7KHSULYDF\LPSDFWDVVHVVPHQW¶LVLQWHQGHGWRGHWHUPLQHZKHWKHUWKHDSSGHYHORSHU
has followed the guidelines and requirements presented in the code of practice and 
³IROORZHGJRRGSULYDF\SUDFWLFHVEHIRUHPDNLQJWKHDSSDYDLODEOH´(European 
Commission, 2016, p. 19). The assessment includes seven questions, which have 
been articulated so they do ³QRWUHTXLUHVSHFLILFOHJDORUWHFKQLFDOH[SHUWLVH´
(European Commission, 2016, p. 19).  
These questions covers the following: The kind of personal data collected, the 
purposes of such data, the obtained consent for collecting the data, whether there is 
a contact person for privacy related questions, HSCPs involvement in the 
GHYHORSPHQWWRGHWHUPLQHWKHGDWD¶VUHOHYDQFHVHFXULW\REMHFWLYHVDQGVKDULQJGDWD
with third parties (European Commission, 2016). 
The code of conduct provides valuable insights for app developer into the necessary 
aspects of privacy and data protection in accordance with both ³the current Data 
3URWHFWLRQ'LUHFWLYHDQGWKH*HQHUDO'DWD3URWHFWLRQ5HJXODWLRQ´(European 
Commission, 2016, p. 4). These insights might also prove beneficial for a more 
general assessment of privacy concern for mHealth, due to the broad approach 
taken in the code of conduct. 
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5.1.3.3 WHO ± The MAPS toolkit: mHealth assessment and planning for scale 
In 2015, WHO released a toolkit for mHealth Assessment and Planning for Scale 
(MAPS) to ³DGYDQFHGLVFXVVions on how to scale up mobile health (mHealth) 
LQQRYDWLRQVDQGPD[LPL]HWKHLULPSDFW´ (World Health Organization, 2015, p. ii). The 
toolkit presents an extensive self-assessment and planning guide for project 
managers and teams, whose aim is to increase the scale of impact on already 
GHSOR\HGP+HDOWKSURGXFWV)RUWKLVSXUSRVH³the Toolkit covers six major areas 
(referred to DVWKH³D[HVRIVFDOH´WKDWLQIOXHQFHWKHVFDOLQJXSRIP+HDOWK´(World 
Health Organization, 2015, p. iv): 
x Axis 1. Groundwork 
o Parameters of scale 
o Contexual environment 
o Scientific basis 
x Axis 2. Partnerships 
o Strategic engagement 
o Partnership sustainability 
x Axis 3. Financial health 
o Financial management 
o Financial model 
x Axis 4. Technology & architecture 
o Data 
o Interoperability 
o Adaptability 
x Axis 5. Operations 
o Personnel 
o Training & support 
o Outreach & sensitization 
o Contingency planning 
x Axis 6. Monitoring & evaluation 
o Process monitoring 
o Evaluation research 
7KHVHµ$[HVRIVFDOH¶HDFKKDYHXQGHUO\LQJGRPDLQDUHDVZKLFKDUHVHOI-assessed 
ZLWKDVHULHVRITXHVWLRQVSURYLGLQJDµEDVHOLQHDVVHVVPHQW¶ZLWKWDQJLEOHLQGLFDWRUV
for mHealth projects to ³UHYLHZSURJUHVVDQGGHYHORSSODQVWRLPSURYHWKHLUDELOLW\WR
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VFDOHXSDQGDFKLHYHVXVWDLQDELOLW\´ (World Health Organization, 2015, p. 1). The six 
axes of the toolkit will briefly be covered below: 
µ*URXQGZRUN¶LV³WKHLQLWLDOVWHSVRIVSHFLI\LQJWKHNH\FRPSRQHQWVRIWKHSURMHFW¶V
approach to scaling up, assessing relevant contextual influences, and taking stock of 
WKHVFLHQWLILFEDVLVIRUWKHSURGXFW´(World Health Organization, 2015, p. 10). To 
accomplish this, three underlying domains are presented, which need to be 
DGGUHVVHGEHIRUHVFDOLQJXSDP+HDOWKSURMHFW7KHVHLQFOXGHµ3DUDPHWHUVRI
VFDOH¶µ&RQWH[WXDOHQYLURQPHQW¶DQGµ6FLHQWLILFEDVLV¶ 
µ3DUWQHUVKLSV¶FRYHUV³&ROODERUDWLRQVZLWKH[WHUQDOJURXSVWRVXSSRUWWKHSURFHVVRI
scaling up, including strategies for identifying, developing and sustaining fruitful 
SDUWQHUVKLSV´(World Health Organization, 2015, p. 25):LWKLQµ3DUWQHUVKLSV¶WZR
XQGHUO\LQJGRPDLQVDUHSUHVHQWHGZKLFKLQFOXGHµ6WUDWHJLFHQJDJHPHQW¶DQG
µ3DUWQHUVKLSVXVWDLQDELOLW\¶ 
µ)LQDQFLDOKHDOWK¶LV³7KHSURMHFWLRQRIVFDOH-up costs, and the development of a 
ILQDQFLDOSODQIRUVHFXULQJDQGPDQDJLQJIXQGVRYHUWKHORQJWHUP´ (World Health 
Organization, 2015, p. 37). In order to understand this, two underlying domains are 
SUHVHQWHGLQFOXGLQJµ)LQDQFLDOPDQDJHPHQW¶DQGµ)LQDQFLDOPRGHO¶ 
7KHµ7HFKQRORJ\	 DUFKLWHFWXUH
FRYHUWKH³6WHSVWDNHQWRRSWLPL]HWKHP+HDOWK
product for scaling up based on its anticipated user base, purpose, integration with 
information systems and compatibility with other components of the information 
V\VWHPVDUFKLWHFWXUH´(World Health Organization, 2015, p. 48). To assess this, three 
XQGHUO\LQJGRPDLQVDUHSUHVHQWHGFRYHULQJWKHµ'DWD¶µ,QWHURSHUDELOLW\¶DQG
µ$GDSWDELOLW\¶ 
µ2SHUDWLRQV¶LVWKH³2UJDQL]DWLRQDODQGSURJUDPPDWLFPHDVXUHVIRUVXSSRUWLQJWKH
implementation, use and maintenance of the product throughout the scaling-up 
SURFHVV´(World Health Organization, 2015, p. 62):LWKLQµ2SHUDWLRQV¶IRXU
XQGHUO\LQJGRPDLQVDUHSUHVHQWHGZKLFKLQFOXGHVµ3HUVRQQHO¶µ7UDLQLQJDQG
VXSSRUW¶µ2XWUHDFKDQGVHQVLWL]DWLRQ¶DQGµ&RQWLQJHQF\SODQQLQJ¶ 
/DVWO\µ0RQLWRULQJ	HYDOXDWLRQ¶UHIHUWRWKH³'HFLVLRQVDQGDFWLYLWLHVWKDWHQDEOH
effective process  monitoring and in-depth outcome evaluation, based on project and 
VWDNHKROGHUQHHGV´(World Health Organization, 2015, p. 76). To assess this, two 
XQGHUO\LQJGRPDLQVDUHSUHVHQWHGZKLFKLQFOXGHµ3URFHVVPRQLWRULQJ¶DQG
µ(YDOXDWLRQUHVHDUFK¶ 
7KHGRPDLQVIRXQGZLWKLQµ*URXQGZRUN¶DQGµ7HFKQRORJ\	DUFKLWHFWXUH
PLJKW
SURYLGHEHQHILFLDODVSHFWVIRUDSSDVVHVVPHQWLQFOXGLQJµ&RQWH[WXDOHQYLURQPHQW¶
µ6FLHQWLILFEDVLV¶'DWD¶µ,QWHURSHUDELOLW\¶DQGµ$GDSWDELOLW\¶)XUWKHUPRUHWKH0$36
toolkit could be beneficial to consider for the mPower project in their efforts of 
including mHealth interventions and aiding the scale of impact.  
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5.2 Appendix 2 ± Potential Mpower Services/Apps 
Within this section, 100 potential mPower services will be identified, drawing on 
previous reviews and assessments of health and wellbeing mobile apps and 
services. Furthermore, several services have been identified using high user ratings 
from the two largest app repositories, Apple App Store and Google Play.  
The identified services have been categorised within ten health and wellbeing 
conditions/symptoms provided by mPower project team on the most prevalent 
conditions/symptoms needing support:  
x Diabetes management (15 apps / services identified) 
x COPD (5 apps / services identified) 
x Positive mental health (18 apps / services identified) 
x Physical activity and weight loss (11 apps / services identified) 
x Healthy eating (13 apps / services identified) 
x Cancer support (6 apps / services identified) 
x Heart failure (8 apps / services identified) 
x Sleep management (11 apps / services identified) 
x :KDW¶VRQ6RFLDOQHWZRUNV (6 apps / services identified) 
x Social isolation (7 apps / services identified) 
The identified services and the included description and rating/review was available 
and accurate at time of the writing of this report. Though subsequently, they might be 
subject to change or be discontinued entirely. 
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5.2.1  DIABETES MANAGEMENT 
App/Service Description Platform Rating/Review 
mySugr: Diabetes 
Tracker Log 
³7KHIUHHP\6XJUORJERRNDSSLVDQHDV\DQGFRPSOHWHGLDEHWHVWUDFNHU
for your iPhone! 
Start today and face the challenges of diabetes with confidence: log and 
monitor your daily blood sugar level, record your insulin, use the app to 
WUDFN\RXUFDUEFRXQWDQGQRWHZKDWHYHUHOVHLVKHOSIXOIRU\RXUWKHUDS\´
(MySugr, 2018) 
iOS & Android 83% / 100% 
(ORCHA, 
2018h) 
Lincus Companion ´Lincus is a free to use, state of the art, quantified self app. Lincus allows 
you to track and improve your health and wellbeing, to get the most out 
of life. Lincus has been designed with you in mind, whether you are fit 
and healthy or have complex health needs. Lincus helps you track your 
life and learn what works for you DQGZKDWGRHVQ¶WLQDQHDV\WRXVH
accessible app.´(Rescon Technologies, 2017). 
iOS, Android & 
Web 
89% / 100% 
(ORCHA, 
2018c) 
Diabetes Tracker ³6SHFLILFDOO\GHVLJQHGIRUVPDUWSKRQHVWKLVDPD]LQJDSSLVLQWHQGHGWR
KHOSGLDEHWLFVWRPDQDJHEHWWHUWKHLUGLDEHWHVDQGNHHSLWXQGHUFRQWURO´
(Mig Super, 2017) 
Android 5 / 8 (Izahar et 
al., 2017) 
My Glycemia ³7KHDSSOLFDWLRQDOORZV\RXWRVDYHDOO\RXUJO\FHPLDYDOXHVSHUGD\
and per week, organized by time slots before and/or after meals. 
All these values can be exported to your doctor via email directly from the 
DSSOLFDWLRQ´(InSyncApp, 2016) 
iOS & Android 5 / 8 (Izahar et 
al., 2017) 
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5.2.1  DIABETES MANAGEMENT 
App/Service Description Platform Rating/Review 
Diabetes & Diet 
Tracker 
³0\1HW'LDU\¶V'LDEHWHV	'LHW7UDFNHUDSSLVWKHHDVLHVWDQGPRVW
comprehensive diabetes tracker app for Android. MyNetDiary can help 
you better understand and control diabetes and pre-diabetes - along with 
improving your diet, losing weight and providing feedback, support and 
PRWLYDWLRQ´(MyNetDiary.com, 2018) 
iOS & Android 3.65 / 5  
(Bardus et al., 
2016) 
Track3 Diabetes 
Tracker 
³7UDFN'LDEHWHV7UDFNHUPDNHVOLYLQJZLWKGLDEHWHVHDVLHUWKDQHYHUE\
WUDFNLQJDOORIWKHIDFWRUVWKDWNHHSEORRGJOXFRVHEDODQFHG´(Coheso, 
2015) 
iOS, Android & 
Web 
Recommended 
at: (My Health 
Apps, n.d.-b) 
Mumoactive - 
Diabetes Tracker 
³PXPR$FWLYHLVWKHGLDEHWHVDSSWKDWOHWV\RXPDQDJH\RXUKHDOWKDQG
GET ON LIVING. 
- Track your values 
- Add notes and messages 
- Sync across devices (iOS, Android, and Web apps) 
- Share with family, friends, and your care team 
- )DVWVHFXUHDQGVLPSOH´(mumoActive, 2017) 
iOS & Android Recommended 
at: (NHS Apps 
Library, 2017e) 
MyHealth-Fabric ³(DUQSRLQWVIRUKHDOWKLHUOLYLQJDQGFODLPUHZDUGV$OORZKHDOWKDQG
wellness professionals to monitor your progress by booking online 
appointments from a range of health and wellness experts. These 
experts will have self-management plans that you can follow on a daily or 
ZHHNO\EDVLV´(Health Fabric, 2017) 
iOS & Android Recommended 
at: (NHS Apps 
Library, 2017c) 
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5.2.1  DIABETES MANAGEMENT 
App/Service Description Platform Rating/Review 
Glooko - Track 
Diabetes Data 
³*ORRNR is a subscription-based diabetes management platform that may 
help you understand how food, activity and medication affect your blood 
glucose (BG). We also provide a digital logbook, reminders, integration 
ZLWKDFWLYLW\WUDFNHUVDQGPRUH´(Glooko, 2018) 
iOS & Android 5 / 8 (Izahar et 
al., 2017) 
Glucose Companion 
Free 
³*OXFRVH&RPSDQLRQLVDKDQG\EORRGVXJDUDQGZHLJKWWUDFNHU 
Use Glucose Companion now to monitor your blood sugar and share 
your measurements with your doctor, it will help greatly to your physician 
to diagnose and treat your diabetes, you can also use this app to 
FDOFXODWHWKHXQLWVRILQVXOLQ\RXQHHGWRLQMHFW´(Maxwell Software, 
2017) 
iOS 5 / 8 (Izahar et 
al., 2017) 
SiDiary Diabetes 
Management 
³<RXFDQWUDFNDOOUHOHYDQWGDWDIRU\RXUWKHUDS\OLNHEORRGJOXFRVH
carbohydrates, medication like insulin and so on quick in a simple data 
mask to make it visible on your Android device. You can analyze it with 
WKHVWDWLVWLFIXQFWLRQRUZLWKRXUWUHQGDQDO\VLV´(SINOVO GmbH & Co 
KG, 2017). 
iOS, Android, 
Windows Phone 
& PC 
68% / 100% 
(ORCHA, 
2018a) 
Glucose Buddy 
Diabetes Tracker 
³2XUWUDFNLQJWRROVPDNHLWHDV\WRPDQDJH\RXUGLDEHWHVLQRQHSODFH 
Manage your diabetes: Track blood sugar, insulin, medication, food, and 
more. 
Gain Insights: Get a summary for each day as well as your long term 
WUHQGV´(Glucose Buddy, 2017) 
iOS & Android 57% / 100% 
(ORCHA, 
2018g) 
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5.2.1  DIABETES MANAGEMENT 
App/Service Description Platform Rating/Review 
Health2Sync - 
Diabetes Care 
³+HDOWK6\QFKHOSV\RXFRPEDWGLDEHWHVE\PDNLQJEORRGVXJDUWUDFNLQJ
more meaningful. You can easily log your blood sugar, blood pressure, 
weight, medication, diet, exercise, and mood through the app. 
Health2Sync provides you helpful feedback based on your blood sugar 
UHFRUGVWRKHOS\RXPDQDJHGLDEHWHV´(H2, 2018) 
iOS & Android 5 / 8 (Izahar et 
al., 2017) 
Diabetes Pal ³'LDEHWHV3DOKHOSVWUDFNDQDO\]HDQGVKDUHEORRGJOXcose, medication, 
DQGIRRGGDWDPDQXDOO\$1'DXWRPDWLFDOO\´(Telcare LLC, 2018) 
iOS & Android 5 / 8 (Izahar et 
al., 2017) 
InRange Diabetes 
Management 
³,Q5DQJHLVWKHHDVLHVWWRXVHEROXVFDOFXODWRUDQGGLDEHWHVORJERRNDSS
available, helping you to quickly and accurately track your blood glucose 
levels. 
How it works? 
1. Set your blood glucose level 
2. Add a meal and track your carbs 
3. Get your recommended insulin bolus 
.HHSWUDFNRI\RXUGDWD´(InRange, 2017) 
iOS & Android 63 % / 100% 
(ORCHA, 
2018e) 
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5.2.2  COPD 
App/Service Description Platform Rating/Review 
myCOPD ³P\&23' helps people with COPD to better manage their condition. Use it to 
perfect your inhaler technique, improve your breathing, reduce exacerbations, 
WUDFN\RXUPHGLFDWLRQDQGPRUH´(NHS Apps Library, n.d.) 
Web application 
(Most devices) 
NHS Approved 
(NHS Apps 
Library, n.d.) 
Zephyr 
Guide 
³)UHH$QLPDWHG*XLGHIRU
3UHVVDQG%UHDWKH
0HWHUHG'RVH,QKDOHUV0',
V 
Inhaler technique guide suitable for patients using inhalers such as Atrovent 
inhaler, Salamol inhaler, Clenil Modulite inhaler, Flixotide Evohaler, Fostair 
inhaler, Flutiform inhaler, Qvar inhaler, Seretide Evohaler, Ventolin Evohaler, 
6LUGXSODLQKDOHUDQG6\PELFRUWLQKDOHU´(Cambridge Medtech Solutions, 2017). 
iOS & Android 87% / 100% 
(ORCHA, 
2018h) 
Manage 
Your Health 
³8VLQJFRPSXWHUJHQHUDWHGFKDUDFWHUVLQWHUDFWLve quizzes and information 
resources, the app downloads updates to help patients with asthma, COPD, 
GLDEHWHVDQGEDFNSDLQZLWKDGGLWLRQDOFRQGLWLRQVWRIROORZ´(School of 
Pharmacy, Keele University, 2017) 
iOS & Android 59 % / 100 % 
(ORCHA, 
2017k) 
Air Quality | 
AirVisual 
´ Welcome to the first and only app to provide real-time and forecast air pollution 
and weather data for more than 10,000 cities around the world. 
Health Recommendations: follow our advice to lower your health risk and achieve 
minimum exposure to pollutants. Relevant information for sensitive groups with 
DVWKPDRURWKHUUHVSLUDWRU\SXOPRQDU\GLVHDVHV³(AirVisual, 2018) 
iOS & Android User rating: 4.4 
/ 5 (AirVisual, 
2018)  
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5.2.2  COPD 
App/Service Description Platform Rating/Review 
Propeller ³$VWKPDDQG&23'GRQ¶WKDYHWRKROG\RXEDFN%UHDWKHHDVLHUDQGPRYH\RXU
life forward with Propeller.  
Propeller is a FDA-cleared, CE-marked technology that works with existing 
asthma and COPD inhalers to help people understand their symptoms and gain 
FRQWURO:H¶YHFUHDWHGVPDOOVHQVRUVWKDWVLPSO\FOLSRQWR\RXUFXUUHQWLQKDOHUV
The sensors determine when you use your inhalers and send this information to 
the Propeller app. The Propeller app generates personalized insights and 
reminders to keep you on track. Propeller users experience more symptom-free 
GD\VDQGXSWRIHZHUDVWKPDDWWDFNV´(Reciprocal Labs, 2018) 
iOS & Android User rating: 4.4 
/ 5 (Reciprocal 
Labs, 2018) 
 
 
5.2.3   Positive Mental Health 
App/Service Description Platform Rating/Review 
Pacifica ´Daily tools for stress, anxiety, and depression alongside a supportive 
community. Based on cognitive behavioral therapy & mindfulness meditation.´
(Pacifica, 2018) 
iOS, Android & 
Web 
4,5 / 5 
(Practical 
Apps, 2017b)  
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5.2.3   Positive Mental Health 
App/Service Description Platform Rating/Review 
Headspace ³+HDGVSDFHLVWKHVLPSOHZD\WRUHIUDPHVWUHVV6OHHSWURXEOH"0HGLWDWLRQ
FUHDWHVWKHLGHDOFRQGLWLRQVIRUDJRRGQLJKW¶VUHVW5HOD[ZLWKJXLGHGPHGLWDWLRQV
and mindfulness techniques that bring calm, wellness and balance to your life in 
just a few minuteVDGD\´(Headspace, 2018) 
iOS & Android 4 / 5 (Practical 
Apps, 2017b)  
Big White 
Wall 
´Big White Wall is an online mental health and wellbeing service offering self-help 
programmes, creative outlets and a community that cares. When you're dealing 
with everyday stressors or major life events, we'll help you get through it.´(Big 
White Wall, 2017) 
Web application 
(Most devices) 
Recommended 
on NHS 
Choices - User 
reviews: 3 / 5 
stars (NHS 
Choices, 
2015a) 
Best-You ³$)5((VSDFHGHVLJQHGWRVXSSRUW\RXWRWDNHWLPHRXWWRWKLQNDERXWWKH
important areas of your life and how you can make positiYHFKDQJHV« 
Your health 
Your lifestyle 
Your mental wellbeing 
<RXUFRPPXQLW\´(Best-You, n.d.) 
iOS & Android 71% / 100% 
(ORCHA, 
2018i) 
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5.2.3   Positive Mental Health 
App/Service Description Platform Rating/Review 
Brain in 
Hand 
³%UDLQLQ+DQGLVDQDVVLVWLYHWHFKQRORJ\GHVLJQHGWo help individuals with 
support needs to achieve more. 
It is based on well-established therapeutic principles such as CBT, solution 
focussed therapy, and recovery based rehabilitation allowing the learning from 
these approaches to be turned into a set of pDWLHQWFHQWUHGVWUDWHJLHV´(Brain in 
Hand, 2018) 
Android 82% / 100% 
(ORCHA, 
2017c) 
CogniFit - 
Brain 
Fitness 
³&RJQL)LWVWLPXODWHVDQGUHKDEilitates your cognitive functions with memory 
games, puzzles, reasoning games, educational games, and learning games to 
FKDOOHQJH\RXUEUDLQ´(CogniFit, 2018) 
iOS & Android 75% / 100% 
(ORCHA, 
2017f) 
Smiling Mind ³6PLOLQJ0LQGLVPRGHUQPHGLWDWLRQDXQLTXHZHEDQGDSS-based program 
GHYHORSHGE\SV\FKRORJLVWVDQGHGXFDWRUVWRKHOSEULQJEDODQFHWRSHRSOH¶V
lives. 
Just as we eat well and stay fit to keep our body healthy, meditation is about 
PHQWDOKHDOWKDQGORRNLQJDIWHUWKHPLQG´(Smiling Mind, 2018) 
iOS, Android & 
Web 
4.30 / 5  
(Stoyanov et 
al., 2015) 
Daylio ± 
Diary, 
Journal, 
Mood 
Tracker 
³'D\OLRLVFROOHFWLQJUHFRUGHGPRRGVDQGDFWLYLWLHVLQWKHVWDWLVWLFVDQGFDOHQGDU
This format will help you to understand your habits better. Keep track of your 
DFWLYLWLHVDQGFUHDWHSDWWHUQVWREHFRPHPRUHSURGXFWLYH´(Daylio, 2018) 
iOS & Android 4 / 5 
(MindTools, 
2017) 
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5.2.3   Positive Mental Health 
App/Service Description Platform Rating/Review 
HelloMind ³+HOOR0LQGKHOSV\RXEDWWOHLVVXHVOLNHVWUHVVEDGVOHHSZHLJKWJDLQDQGORZ
self-esteem. Choose a treatment, then relax and listen to the sessions with your 
headphones. HelloMind helps you take back control; the app can improve your 
PRWLYDWLRQDQGHQMR\PHQWRIOLIH´(HelloMind, 2018) 
iOS & Android 65% / 100% 
(ORCHA, 
2017e) 
BrainyApp 
2.0 
³%UDLQ\$SSLVDIXQZD\WRKHOS\RXORRNDIWHU\RXUEUDLQKHDOWKWRUHGXFH\RXU
ULVNRIGHPHQWLD´(Dementia Australia, n.d.) 
iOS & Android 4.29 / 5 
(Stoyanov et 
al., 2015) 
Happier ³+DSSLHUKHOSV\RXVWD\PRUHSUHVHQWDQGSRVLWLYHWKURXJKRXWWKHGD\2XU$SSOH
Watch app is like your personal mindfulness coach -- use it to lift your mood, take 
a quick meditation pause, or capture and savor the small happy moments that 
\RXILQGLQ\RXUGD\´(Happier Inc., 2015) 
iOS 74% / 100% 
(ORCHA, 
2017l) 
:KDW¶V8S"
± A Mental 
Health app 
³:KDW
V8S"LVDIDQWDVWLFIUHHDSSXWLOLVLQJVRPHRIWKHEHVW&%7&RJQLWLYH
Behavioural Therapy) and ACT (Acceptance Commitment Therapy) methods to 
help you cope with Depression, Anxiety, Anger, Stress and more! With a 
beautiful, modern design, simple heading and easy-to-follow methods, you can 
JHWWRZKDWKHOSV\RXWKHPRVWLQVHFRQGV´(Tempra, 2016) 
iOS & Android User rating: 4.4 
/ 5 (Tempra, 
2016) 
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5.2.3   Positive Mental Health 
App/Service Description Platform Rating/Review 
Tomo ³Tomo is a helpful robot that lives on your phone and helps you manage your 
mental wellbeing. Tomo is also a community of people all struggling with the 
same sort of problems you are. As you talk to Tomo, it will learn about your 
lifestyle and how you handle challenges, and start to make suggestions of new 
habits you should make. Each time you complete a habit, Tomo invites you to 
DQRQ\PRXVO\VKDUHDSKRWRRI\RXUDFKLHYHPHQWZLWKWKHFRPPXQLW\´
(Hellotomo, 2018) 
iOS 73% / 100% 
(ORCHA, 
2018j) 
Moodlytics, 
Smart Mood 
Tracker 
³0RRGO\WLFV is the best in class mood tracking/journal/diary app with easy to 
understand data analysis. You can also export your mood history in nice PDF 
UHSRUWWRVKDUHZLWK\RXUGRFWRU´(AnantApps by Avinashi, 2016) 
iOS & Android 3.97 / 5 
(Stoyanov et 
al., 2015) 
Breathe2-
Relax 
³%UHDWKH5HOD[LVDSRUWDEOHVWUHVVPDQDJHPHQWWRROZKLFKSURYLGHVGHWDLOHG
information on the effects of stress on the body and instructions and practice 
exercises to help users learn the stress management skill called diaphragmatic 
EUHDWKLQJ´(T2, 2016b) 
iOS & Android Clinician 
Rating:  
4.2 / 5 
(MyTherappy, 
2016) 
Virtual Hope 
Box 
³7KH9LUWXDO+RSH%R[9+%LVDVPDUWSKRQHDSSOLFDWLRQGHVLJQHGIRUXVHE\
patients and their behavioral health providers as an accessory to treatment. The 
VHB contains simple tools to help patients with coping, relaxation, distraction, 
and positive thinking. Patients and providers can work together to personalize the 
VHB content on the patient's own smartphone according to the patient's specific 
QHHGV´(T2, 2016c) 
iOS & Android Clinician 
Rating: 
4.6 / 5 
(MyTherappy, 
2017b) 
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5.2.3   Positive Mental Health 
App/Service Description Platform Rating/Review 
T2 Mood 
Tracker 
³70RRG7UDFNHULVGHVLJQHGWRKHOS\RXWUDFN\RXUHPRWLRQDOH[SHULHQFHRYHU
time and to provide you with a tool to share this information with your health care 
provider. 
This app comes with six pre-loaded issues: anxiety, depression, general well-
being, head injury, post-WUDXPDWLFVWUHVVDQGVWUHVV´(T2, 2016a) 
iOS & Android Clinician 
Rating: 
3.9 
(MyTherappy, 
n.d.) 
Cove: The 
musical 
journal 
³&UHDWHPXVLFWRKHOSH[SUHVVFRPSOH[IHHOLQJV&RYHLVDSHUVRQDOPXVLFDO
MRXUQDOWRKHOS\RXZLWK\RXUHPRWLRQDODQGPHQWDOKHDOWK´(Humane 
Engineering, 2017) 
iOS Currently being 
tested at: (NHS 
Apps Library, 
2017h)  
 
 
5.2.4  Physical Activity and Weight Loss 
App/Service Description Platform Rating/Review 
Fitbit ³/LYHDKHDOWKLHUPRUHDFWLYHOLIHZLWK)LWELWWKHZRUOG¶VOHDGLQJDSSIRUWUDFNLQJ
all-GD\DFWLYLW\ZRUNRXWVVOHHSDQGPRUH´(Fitbit, 2018) 
iOS, Android, 
Windows Phone 
& Web 
86% / 100% 
(ORCHA, 
2018b) 
Lifesum ³:LWK/LIHVXPWUDFNLQJ\RXUKHDOWK\KDELWVDQGWKHQRWVRKHDOWK\RQHV
EHFRPHVDEUHH]H:H¶OOKHOS\RXSLFNWKHULJKWIRRGDQGHDWWKHULJKWSRUWLRQ
sizes, to reach your personal healWKJRDOV´(Lifesum, n.d.) 
iOS & Android 74% / 100% 
(ORCHA, 
2017h) 
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5.2.4  Physical Activity and Weight Loss 
App/Service Description Platform Rating/Review 
Weight Loss 
Tracker - 
RecStyle 
³$QDSSDLPHd at anyone wanting to monitor their weight, whether for diet or for 
PXVFOHWUDLQLQJ´ (Health Navigator, 2015c) 
iOS & Android 3 / 5 (Health 
Navigator, 
2015c) 
Monitor Your 
Weight 
³$VWKHQDPHLQGLFDWHV\RXZLOOEHDEOHWRHQWHU\RXUZHLJKWRQDUegular basis 
DQGPRQLWRU\RXUSURJUHVVDFFRUGLQJO\WKURXJKPHDQVRIVWDWLVWLFVDQGJUDSKV´
(Al-Bustan, 2017) 
iOS & Android 3 / 5 (Health 
Navigator, 
2015a) 
Noom 
Coach: 
Health & 
Weight 
³1RRP¶VSURYHQSV\FKROogy-based approach identifies your deep-rooted 
thoughts and triggers, and builds a custom game plan to help you form healthy 
KDELWVIDVWHU´(Noom Inc, 2018) 
iOS & Android 4 / 5 (Health 
Navigator, 
2015b) 
Carbs & 
Cals 
³7KH&DUEV	&DOV$SSLVSHUIHFWIRUWKRVHFRXQWLQJFDORULHVPRQLWRULQJFDUEV
ORRNLQJWRLPSURYHSRUWLRQFRQWURORUORVHZHLJKW:H¶UHSURud to say that the app 
ZRQ1HZ3URGXFWRIWKH<HDUDWWKH&RPSOHWH1XWULWLRQ$ZDUGV´(Carbs & Cals, 
2017) 
iOS & Android 57% / 100% 
(ORCHA, 
2017d) 
SitFit ³6LW)LWOHWV\RXH[HUFLVHIURPWKHFRPIRUWRI\RXURZQFKDLU,I\RXDUHXQDEOHWR
stand for very long, these short exercises are for you. SitFit gives you a free 
SUHYLHZRIWKH7HDP3LQNDUPFKDLUH[HUFLVH'9'´(Candlhat Studios, 2016) 
iOS & Android Clinician 
Rating: 4.3 / 5 
(MyTherappy, 
2017a) 
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5.2.4  Physical Activity and Weight Loss 
App/Service Description Platform Rating/Review 
My Diet 
Diary 
³7KHHOHJDQWDQGVLPSOHVWZHLJKWORVVDSSWRWUDFN\RXUIRRGFDORULHVH[HUFLVH
weight, cholesterol, carbs, calories burned, other nutrition data. Proven success 
DVPLOOLRQVRISHRSOHZRUOGZLGHKDYHXVHGWKLVDSSWRUHDFKWKHLUZHLJKWJRDO´
(StayWell, 2018) 
iOS & Android 3.5 / 5 (Bardus 
et al., 2016) 
Pedometer, 
Step 
Counter & 
Weight Loss 
Tracker App 
³3HGRPHWHU6WHS&RXQWHU	:HLJKW/RVV7UDFNHU$SS´V\QFVVWHSV	FDORULHVZ
MyFitnessPal and Fitbit! Track your step, walking & weight loss with this free 
health counter. Lose weight and track walk distance and calories burned using 
VWHSFRXQWLQJIURPRXUSHGRPHWHUVWHSFRXQWHU	KHDOWKWUDFNHUDSS´
(Pacer Health, 2018) 
iOS & Android 3.4 / 5 (Bardus 
et al., 2016) 
Workout 
Trainer: 
personal 
fitness 
coach 
³:RUNRXWDQ\ZKHUHDQ\WLPHZLWK:RUNRXW7UDLQHU- at your fingertips! Whether 
\RXOLNHZRUNLQJRXWDWKRPHRUOLIWLQJZHLJKWVDWWKHJ\PZH¶YHJRW\Ru covered 
with thousands of free workouts and custom training programs led by expert 
FRDFKHV´(Skimble, 2017) 
iOS & Android 69% / 100% 
(ORCHA, 
2018k) 
Lark - 24/7 
Health 
Coach 
³8QOLNHDQ\RWKHUSURJUDPZH¶UHDEOHWRRIIHUHYHU\PHPEHUXQOLPLWHG-on-1 
support from their 
Personal Lark Coach, thanks to cutting edge A.I. and health monitoring 
technology. We deliver evidence-based care in an award-winning experience that 
evolves with data & interactions, making it infinitely more intelligent & HIIHFWLYH´
(Lark, 2017) 
iOS & Android 4.1 / 5 (Bardus 
et al., 2016) 
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5.2.5  Healthy Eating 
App/Service Description Platform Rating/Review 
MyFitnessPal ´ MyFitnessPal is a free weight loss app that counts calories. Log exercise and 
XVHWKHODUJHIRRGGDWDEDVHWRHQWHU\RXUIRRG´(VicHealth, 2016a) 
iOS, Android & 
Web 
3 / 5 (Health 
Navigator, 
2014; 
VicHealth, 
2016a) 
Calorie 
Counter 
´Keep track of your food, exercise and weight, using the world's highest quality 
food and nutrition database and most supportive community. Connect with a 
global community of people looking to make a change for the better and start 
losing weight and achieve your goals the healthy way.´(FatSecret, 2018)  
iOS, Android, 
Windows 
Phone, 
Blackberry & 
Web 
4 / 5 (Health 
Navigator, 
2016) 
YouFood ³1RPRUHGLHWV1RPRUHFDORULHFRXQWLQJ<RX)RRGWDNHVWKHZRUOG¶VPRVW
proven weight loss method - keeping a food journal - and supercharges it with 
VRFLDODFFRXQWDELOLW\´(YouFood, 2017) 
iOS & Android 3.2 / 5 (Bardus 
et al., 2016) 
My Diet 
Coach 
³0\'LHW&RDFKZLOOKHlp you find your inner motivation, help keep you on track, 
let you make healthy lifestyle changes and resist food cravings, emotional eating, 
DYRLGH[HUFLVHOD]LQHVVDQGRWKHUZHLJKWORVVGLIILFXOWLHV´(InspiredApps, 2018) 
iOS & Android 4.6 / 5 (Bardus 
et al., 2016) 
My Diet Diary ³7KHHOHJDQWDQGVLPSOHVWZHLJKWORVVDSSWRWUDFN\RXUIRRGFDORULHVH[HUFLVH
weight, cholesterol, carbs, calories burned, other nutrition data. Proven success 
DVPLOOLRQVRISHRSOHZRUOGZLGHKDYHXVHGWKLVDSSWRUHDFKWKHLUZHLJKWJRDO´
(StayWell, 2018) 
iOS & Android 3.5 / 5 (Bardus 
et al., 2016) 
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5.2.5  Healthy Eating 
App/Service Description Platform Rating/Review 
SparkPeople 
Calorie 
Tracker 
³6SDUN3HRSOHLV\RXUSHUVRQDOGLHWDQGOLIHVW\OHFRDFK 
Get healthy with customized workouts & meal plans; lose weight by tracking food 
	SODQQLQJ\RXUGLHW´(SparkPeople, 2018) 
iOS, Android & 
Web 
4.4 / 5 (Bardus 
et al., 2016) 
MyPlate 
Calorie 
Tracker 
³7UDFNLQJFDORULHVZRUNV-RLQWKHPLOOLRQVZKRKDYHORVWZHLJKWZLWK
/,9(67521*&20¶V0\3ODte Calorie Tracker ² the most user-friendly way to 
track your calories and stay fit on your Android Phone. 
/,9(67521*&20PDNHVWUDFNLQJFDORULHV($6<´(LIVESTRONG, 2017) 
iOS & Android 3.5 / 5 (Bardus 
et al., 2016) 
Zingy ± 
Better life 
through 
nutrition 
³=LQJ\KHOSV\RXWRRSWLPLVH\RXUQXWULWLRQIRU\RXURZQSHUVRQDOJRDOV:KHWKHU
\RX¶UHWUDLQLQJIRUDPDUDWKRQVOLPPLQJGRZQRUVLPSO\ZDQWWRHDt better to feel 
EHWWHU=LQJ\VKRZV\RXKRZWRPDNHWKHULJKWFKRLFHRIIRRGIRU\RX´ 
iOS 65% / 100% 
(ORCHA, 
2017i) 
One You 
Easy Meals 
³2QH<RXLVKHUHWRKHOS\RXOLYHPRUHKHDOWKLO\DQGPDNHWKHFKDQJHVWKDW
PDWWHU6RPHWLPHVLW¶VKDUGWRNQRZZKDWWRSUHSDUHRUWKLQNRIQHZPHDOLGHDV
Remembering ingredients and keeping track of calories can be a hassle. This 
DSSKHOSV\RXWRGRDOORIWKLVDQGPRUH´(Public Health England, 2017d) 
iOS & Android Recommended 
at: (NHS Apps 
Library, 2017b) 
EaTracker ³8VHHD7UDFNHUWRFKHFN\RXUIRRGDQGDFWLYLW\FKRices, analyze your recipes 
DQGSODQ\RXUPHDOV6LJQXSWRVHWJRDOVDQGWUDFN\RXUSURJUHVV´(Dietitians of 
Canada, 2017) 
iOS & Android 3,5 / 5 
(Practical 
Apps, 2017a) 
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5.2.5  Healthy Eating 
App/Service Description Platform Rating/Review 
Runtasty - 
Healthy 
Recipes & 
Cooking 
Videos 
³*HWWRQVRIHDV\KHDOWK\UHFLSHVDQGNLWFKHQKDFNV<RXUFRPSOHWHKHDOWK\IRRG
recipes book right in your phone. Want a low calorie healthy treat to satisfy your 
sweet tooth? Need a quick post-workout healthy recipe to fuel the gains? Or 
maybe some vegan recipes to wow your meat-eating friends! Pop open your 
Runtasty cooking recipes app and head to the market. The ingredients for the 
healthy food recipes are practical, the cooking recipes are simple and your belly 
ZLOOEHKDSS\´(Runtastic, 2017b) 
iOS & Android User rating: 4.5 
/ 5 (Runtastic, 
2017b) 
Ultimate 
Food Value 
Diary - Diet & 
Weight 
Tracker 
³7UDFN\RXUIRRGYDOXHVH[HUFLVHZHLJKW	PHDVXUHPHQWVDOOLQRQHSODFH7KLV
is the ultimate app for you! (Fenlander Software Solutions, 2018)  
iOS & Android User rating: 4.6 
/ 5 (Fenlander 
Software 
Solutions, 
2018)   
Mealime - 
Meal Plans & 
Recipes with 
a Grocery 
List 
³0HDOLPHLVDVLPSOHZD\IRUEXV\VLQJOHVFRXSOHVDQGIDPLOLHVWRSODQWKHLU
meals and eat healthier. Our meal plans & recipes are highly customizable so 
you can easily personalize a plan that works with your unique tastes and 
lifestyle.´(Mealime Meal Plans, 2018)  
iOS & Android User rating: 4.6 
/ 5 (Mealime 
Meal Plans, 
2018) 
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5.2.6  Cancer Support 
App/Servic
e 
Description Platform Rating/Revie
w 
Cancergrap
h 
³$QDSSWRKHOSSHRSOHZLWKFDQFHUWRWUDFNV\PSWRPVDQGVLGHHIIHFWVRYHUGD\V
PRQWKVDQG\HDUV´(My Health Apps, n.d.-a) 
iOS & Android Recommende
d at: (My 
Health Apps, 
n.d.-a) 
Cancer.Net 
Mobile 
³*HWHDV\-to-use tools to help you plan and manage care ± from diagnosis 
through treatment and beyond ± provided by Cancer.Net, including the latest 
oncologist-approved cancer information. Brought to you by the American Society 
RI&OLQLFDO2QFRORJ\´(ASCO, 2017) 
iOS & Android 61% / 100% 
(ORCHA, 
2018d) 
Pocket 
Cancer 
Care Guide 
³The emotional aspects that accompany cancer, together with the complex details 
RIWUHDWPHQWFDQEHRYHUZKHOPLQJ<RXQHHGWRNQRZWKDWLW¶VRND\WRDVN\RXU
doctor questions and expect answers in terms you can understand. 
That's why NCCS has created the Pocket Cancer Care Guide, an app for you and 
your family, friends and loved ones to quickly and easily build lists of practical 
questions used to guide conversations between you and your doctors and 
QXUVHV´(National Coalition for Cancer Survivorship, 2014) 
iOS User rating: 
3.9 (National 
Coalition for 
Cancer 
Survivorship, 
2014) 
BELONG 
Beating 
Cancer 
Together 
³7KH%HORQJOLIHDSSSURYLGHVSHRSOHZLWKFDQFHUDQGWKHLUIDPLOLHVDXQLTXHDQG
innovative personalized solution to help manage and fight cancer more effectively.  
Using Belong, you will find support groups for every type of cancer such as breast 
FDQFHUOXQJFDQFHURYDULDQFDQFHUDQGPDQ\PRUH´(BelongTail, 2018) 
iOS & Android User rating: 
4,7 / 5 
(BelongTail, 
2018) 
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5.2.6  Cancer Support 
App/Servic
e 
Description Platform Rating/Revie
w 
iCancerHeal
th: Medocity 
Patient 
Virtual Care 
³0HGRFLW\¶VL&DQFHU+HDOWKZDVGHYHORSHGIRUSDWLHQWVWRYLUWXDOO\FRQQHFWZLWK
their care professionals between visits. The experience is personalized for the 
specific needs of a patient with cancer. Patients can send secure messages, 
report symptoms, track medication and get reminders, access valuable 
HGXFDWLRQDOUHVRXUFHVDQGPXFKPRUH$QGLW¶VDYDLOable on smart phone, tablet 
DQG3&´(Medocity, 2018) 
iOS & Android User rating: 
4.4 / 5 
(Medocity, 
2018) 
ESMO 
Cancer 
Guidelines 
³7KH(602*XLGHVIRU3DWLHQWVDUHGHVLJQHGWRDVVLVWSDWLHQWVWKHLUUHODWLYHVDQG
caregivers to better understand the nature of different types of cancer and 
evaluate the best available treatment choices. The medical information described 
in the Guides IRU3DWLHQWVLVEDVHGRQWKH(602&OLQLFDO3UDFWLFH*XLGHOLQHV´
(European Society for Medical Oncology, 2014) 
iOS & Android User rating: 
4.4 / 5 
(European 
Society for 
Medical 
Oncology, 
2014) 
 
Report On International Practice On Digital Apps 
 
IVA5020                                                                 EXTERNAL                                                                91 
5.2.7  Heart Failure 
App/Service Description Platform Rating/Review 
Symple ³6\PSOHLVWKHHDVLHVWZD\WRWUDFNKRZ\RXIHHOWRPRQLWRU\RXUKHDOWKDQGWR
improve your wellbeing. 
Designed by both clinicians and regular people, Symple is an enjoyable way to 
FRQQHFWWREHWWHUKHDOWK´(Masterson Creber et al., 2016, p. 7) 
iOS 4.3 / 5 
(Masterson 
Creber et al., 
2016) 
Heart Failure 
Storylines 
³'HYHORSHGLQSDUWQHUVKLSZLWKWKH+HDUW)DLOXUH6RFLHW\RI$PHULFDWKLVDSS
makes it easy to record your symptoms, vital signs, medications, and more to 
KHOS\RXPDQDJHKHDUWIDLOXUHDQGFRQJHVWLYHKHDUWIDLOXUH&+)´(Health 
Storylines, 2017) 
iOS & Android Currently 
undergoing 
review (Health 
Navigator, 
2017b) 
ManageHF- 
4Life 
³0DQDJH+)/LIHLVDV\PSWRPWUDFNLQJDQGHGXFDWLRQDODSSIRUSDWLHQWVZLWK
heart failure. It is designed to help patients monitor and manage the symptoms of 
heart failure. It is based on evidence that self-monitoring can improve patient 
outcomes and quality of life. The app was designed by researchers at the 
8QLYHUVLW\RI0LFKLJDQ´(The University of Michigan, 2017) 
iOS & Android Not yet 
reviewed 
FAQs in 
Heart Failure 
³)$4VLQ+HDUW)DLOXUHSURYLGHVDQVZHUVWRPDQ\RIWKHTXHVWLRQVUHODWHGWRWKH
anatomy and pumping function of the heart, causes, risk factors, types and 
symptoms of heart failure, diagnostic tests, managing heart failure by means of 
medications, implantable devices, and surgery, to guidelines to prevent heart 
failure, and precautions to be taken when implanted with a cardiac device or 
having undergone a heart surgery. The text is supported by lifelike videos and 
UHOHYDQWLPDJHV´(Focus Medica India, 2014) 
Android 3.6 / 5 
(Masterson 
Creber et al., 
2016) 
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5.2.7  Heart Failure 
App/Service Description Platform Rating/Review 
Quealth ± 
Health 
Scoring App 
³6FRUH\RXUKHDOWKZLWK4XHDOWK6FRUHWUDFNSURJUHVVWRZDUGV\RXUKHDOWK
goals and be guided and supported to the healthiest you by Quealth Coach ± 
\RXUGLJLWDOSHUVRQDOLVHGKHDOWKFRDFK´(roadtohealth group, 2018) 
iOS & Android 70 % / 100 % 
(ORCHA, 
2017m) 
Continuous-
Care Health 
App 
³6DYHDQGVKDUHKHDOWKGDWDWHVWUHSRUWVDQGWUDFN\RXUKHDOWKXVLQJ3HUVRQDO
Health Records (PHR). This helps your health providers make better decisions 
about your care. Whether it is for self-management of health or for consultations 
with providers, your PHR is a life-VDYHU´(ContinuousCare, 2018) 
iOS, Android & 
Web 
4.0 / 5 
(Masterson 
Creber et al., 
2016) 
WebMD ³:HE0'IRU$QGURLGKHOSV\RXZLWK\RXUGHFLVLRQ-making and health 
improvement efforts by providing mobile access 24/7 to mobile-optimized health 
information and decision-VXSSRUWWRROVLQFOXGLQJ:HE0'¶V6\PSWRP&KHFNHU
Drugs & Treatments, First Aid Information and Local Health Listings. WebMD the 
App also gives you access to first aid information without having to be connected 
wirelessly ± FULWLFDOLI\RXGRQ¶WKDYH,QWHUQHWDFFHVVLQWKHWLPHRIQHHG´
(WebMD, 2018) 
iOS, Android & 
Web 
4.4 / 5 
(Masterson 
Creber et al., 
2016) 
HF Buddy ³+)%XGG\DLPVWRHPSRZHUWKHKHDUWIDLOXUHSDWLHQWZLWKWKHNQRZOHGJHDQG
tools to improve the overall understanding of the condition, and to better manage 
KLVKHUKHDUWIDLOXUH´(Singapore Health Services, 2016) 
iOS & Android User rating: 4.8 
/ 5  (Singapore 
Health 
Services, 
2016) 
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5.2.8  Sleep Management 
App/Service Description Platform Rating/Review 
Sleepio ³6OHHSLR is designed to teach you how to overcome even long term poor sleep 
without pills or potions. Download the companion app for instant access to your 
GDLO\VOHHSGLDU\DQGVFKHGXOHDQG\RXUYLUWXDOVOHHSH[SHUW7KH3URI´(Big 
Health Ltd, 2017). 
iOS & Web 86% / 100% 
(ORCHA, 
2018f) Also 
recommended 
on NHS 
Choices - User 
review: 4/ 5 
stars (NHS 
Choices, 
2015b)  
Sleep Cycle 
alarm clock 
³6OHHS&\FOHDODUPFORFNWUDFNV\RXUVOHHSSDWWHUQVDQGZDNHV\RXXSGXULQJ
light sleep. Waking up during light sleep feels like waking up naturally rested 
ZLWKRXWDQDODUPFORFN´(Northcube AB, n.d.) 
iOS & Android 72% / 100% 
(ORCHA, 
2017j) 
Pzizz - 
Sleep, Nap, 
Focus 
³:HXWLOL]HHIIHFWLYHSV\FKRDFRXVWLFSULQFLSOHVWRFUHDWHEHDXWLIXOGUHDPVFDSHV
WKDWZLOOKHOS\RXIDOODVOHHSIDVWVWD\DVOHHSDQGZDNHXSIHHOLQJUHIUHVKHG´
(Pzizz, 2018) 
iOS & Android Currently 
undergoing 
review (Health 
Navigator, 
2017c) 
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5.2.8  Sleep Management 
App/Service Description Platform Rating/Review 
CBT-i Coach ³7KHDSSZLOOJXLGHXVHUVWKURXJKWKHSURFHVVRIOHDUQLQJDERXWVOHHSGHYHORSLQJ
positive sleep routines, and improving their sleep environments. It provides a 
structured program that teaches strategies proven to improve sleep and help 
DOOHYLDWHV\PSWRPVRILQVRPQLD´(US Department of Veterans Affairs, 2017) 
iOS & Android Currently 
undergoing 
review (Health 
Navigator, 
2017a) 
Relax & 
Sleep Well 
Hypnosis & 
Meditation   
³5HOD[DQG6OHHS:HOOLVDKLJh quality hypnosis and meditation app by best-
selling self-help audio author Glenn Harrold. This fantastic app includes 4 free 
hypnosis and meditation recordings and many in-app purchases. The in-apps 
LQFOXGHRYHURI*OHQQ¶VKLJKO\DFFODLPHGK\SQRVLVDQGPHGLWDWLRQUDQJH´
(Relax & Sleep Well, 2017) 
iOS, Android & 
Windows  
60% / 100% 
(ORCHA, 
2017g) 
Sleep Easily 
Guided 
Meditation 
for 
Relaxation 
³6OHHS(DVLO\JHQWO\JXLGHV\RXWKURXJKHvery step of the way to relax your whole 
body and mind. This meditation leaves you refreshed, renewed and resonating 
VRPXFKPRUHIURP\RXUKHDUWDQGDSODFHRIVWLOOQHVV´(Diviniti Publishing, 2017) 
iOS & Android 3.24 / 5 
(Stoyanov et 
al., 2015) 
Sleepo: 
Relaxing 
sounds, 
Sleep 
³6OHHSREULQJVJUHDWFROOHFWLRQRI+'VRXQGVWKDWFDQEHPL[HGLQWRWKHSHUIHFW
relaxing ambiences. You can choose from different types of rain, nature sounds, 
city sounds, white noise or instruments. Save your favorite sound mixes so they 
are always by hDQGZLWK\RX´(Relaxio, 2018) 
Android User rating: 4.8 
/ 5  (Relaxio, 
2018) 
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5.2.8  Sleep Management 
App/Service Description Platform Rating/Review 
Relax 
Melodies: 
Sleep 
Sounds 
³7KDQNVWR5HOD[0HORGLHVWKHDSSIRUVOHHSDQGUHOD[DWLRQ\RXFDQUHJDLQ
control over insomnia, night time anxiety and tinnitus. Create your own mix with 
QDWXUHVRXQGVZKLWHQRLVHDQGPHORGLHVDQGVOHHSOLNHQHYHUEHIRUH´(Ipnos 
Software, 2018) 
iOS & Android User rating: 4.5 
(Ipnos 
Software, 
2018) 
Pillow: 
Smart sleep 
tracking 
³3LOORZLVDQDGYDQFHGVOHHSWUDFNLQJDODUPFORFNWKDWFDQHIIRUWOHVVO\PHDVXUH
and track your sleep quality. Wake up refreshed and learn more about the 
benefits of great sleep. 
Included in Best New Health & Fitness apps on the App Store.  
Featured in The New York Times, The Washington Post, CTV Canada AM, The 
*XDUGLDQ7KH+LQGXDQGPDQ\PRUH´(Neybox Digital Ltd., 2018) 
iOS 4.5 / 5 (Neybox 
Digital Ltd., 
2018) 
Sleep Better 
with 
Runtastic 
³7UDFN\RXUVOHHSF\FOHPRQLWRUGUHDPVLPSUove bedtime habits & wake up 
better with the free Sleep Better sleep tracker app with smart alarm clock from 
Runtastic! Sleep Better offers you a simple and engaging way to get better sleep 
XVLQJDVOHHSWUDFNHUDQGVOHHSWLPHU´(Runtastic, 2017a) 
iOS & Android User rating: 4.1 
/ 5 (Runtastic, 
2017a) 
Calm - 
Meditate, 
Sleep, Relax 
³&DOPLVWKHDSSIRUPLQGIXOQHVVDQGPHGLWDWLRQWREULQJPRUHFODULW\MR\DQG
peace to your daily life. Start your MRXUQH\WRDFDOPHUPLQGZLWKWKHDSSWKDW¶V
WUXVWHGE\PLOOLRQVDQGIHDWXUHGLQWKH1HZ<RUN7LPHV´(Calm.com, 2018) 
iOS & Android User rating: 4.6 
/ 5 (Calm.com, 
2018) 
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5.2.9  :KDW¶V2Q6RFLDO1HWZRUNV 
App/Service Description Platform Rating/Revie
w 
COPD  
Support/ 
MyCOPD-
Team 
³0\&23'7HDPLVWKHVRFLDOQHWZRUNIRUWKRVHOLYLQJZLWK&23'7KHJRDORI
MyCOPDTeam is to offer perspective and validation of others by sharing one's 
own personal story. MyCOPDTeam aims to create a safe place where members 
IHHOFRPIRUWDEOHGLVFXVVLQJWKHLUH[SHULHQFHV´(MyCOPDTeam, 2018) 
iOS, Android & 
Web 
User rating: 
4.3 
(MyHealthTea
ms, 2018) 
Talking Point ³7DONLQJ3RLQWLVDQRQOLQHFRPPXQLW\IRUDQ\RQHDIIHFWHGE\GHPHQWLD7KHDSS
is a space for you to ask questions, share experiences about any aspect of 
GHPHQWLDDQGPRVWRIDOOIHHOVXSSRUWHG´(NHS Apps Library, 2017g) 
Web Recommende
d at: (NHS 
Apps Library, 
2017g) 
Health-
Unlocked 
³+HDOWK8QORFNHG is a social network for health. By finding others with similar 
health backgrounds people can take on day to day health concerns together. And 
because our communities are set up by leading health organisations people have 
DFFHVVWRFUHGLEOHVXSSRUW´(HealthUnlocked, 2018) 
iOS & Web Recommende
d at: (NHS 
Apps Library, 
2017d) 
Cypher ³&\SKHUIRUPHUO\6LOHQW6HFUHWLVWKHDQRQ\PRXs peer to peer social network to 
share your secrets, give help, build a network, connect to support organisations 
and be happy. 
6KDUH\RXUPRPHQWVJLYHKHOSWRRWKHUVEXLOGDVXSSRUWQHWZRUNDQGEH
KDSSLHU´(Cypher App Ltd, 2018) 
iOS & Web Currently 
being tested 
at: (NHS Apps 
Library, 2017a) 
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5.2.9  :KDW¶V2Q6RFLDO1HWZRUNV 
App/Service Description Platform Rating/Revie
w 
Facebook 
Support 
Groups 
³6RFLDOPHGLDDQG)DFHERRNJURXSVLQSarticular, could be a helpful tool for 
increasing patient engagement and satisfaction, according to a study published in 
6XUJHU\³(Lovett, 2017) 
iOS, Android & 
Web 
 
Quora ³4XRUDLVD4	$SODWIRUPWKDWHPSRZHUVSHRSOHWRVKDUHDQGJURZWKHZRUOG¶V
knowledge. People come to Quora to ask questions about any subject, read high 
quality knowledge that's personalized and relevant to them, and share their own 
knowledge with others. Quora is a place to share knowledge and better 
XQGHUVWDQGWKHZRUOG´(Quora Inc, 2018) 
iOS, Android & 
Web 
User rating: 
4.5 / 5  (Quora 
Inc, 2018) 
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5.2.10 Social Isolation 
App/Service Description Platform Rating/Revie
w 
CareVision ³7KH&DUH9LVLRQ mobile app allows families and friends to keep track of their 
loved one's care requirements, manage tasks, manage a shared calendar, keep 
track of who is visiting mum or dad and when, keep track of who did what for your 
loved one and how much it cost, start a discussion with the family to plan care or 
VRFLDOHYHQWVZLWK\RXUORYHGRQHV´(CareVision, 2018) 
Android User rating: 5 / 
5 (CareVision, 
2018) 
Rally Round ³,W¶VDQHDV\WRXVHRQOLQHWRROWKDWIDPLO\DQGIULHQGVFDQXVHWRVXSSRUW
someone they care about. Everyone in a network can share and discuss jobs and 
YROXQWHHUWRKHOSRXW7H[WDQGHPDLOQRWLILFDWLRQVNHHSHYHU\RQHLQWKHORRS´
(Rally Round, n.d.) 
Web Recommende
d at: (NHS 
Apps Library, 
2017f) 
Link-ages 
Hub 
³/LQNAll Generations Of Your Family With Our Elderly-Friendly App 
A Family Of Apps For The Elderly With Secure Messaging, Photo-Sharing And 
Calendar Functions 
Link-ages is designed to connect families. The apps are designed with the elderly 
in mind to help them communicate with their family in a simple and secure app 
HQYLURQPHQW³(Link-ages, 2018) 
iOS No reviews 
available 
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5.2.10 Social Isolation 
App/Service Description Platform Rating/Revie
w 
TalkLife - 
You're Not 
Alone 
³/LIHFDQEHLQFUHGLEO\WRXJKIRUDQ\ERG\,WFDQVXFNLWFDQIHHOORQHO\DQGOHW¶V
DGPLWLWWKDW¶VWRXJKWRVD\RXWORXG:HDOONQRZWKDWDQGPD\EHVRPHWLPHV
ZH¶YHMXVWEHHQPDGHWRIHHODOLWWOHDIUDLGWRVD\LW7DON/LIHis here for everyone 
and anyone who just needs someone to talk to. Who just needs someone to 
OLVWHQ%HFDXVHKH\ZHDOOGR´(TalkLife, 2018) 
iOS & Android User rating: 
4.5 / 5 
(TalkLife, 
2018) 
Replika ³5HSOLNDLVDQ$,IULHQGIRUHPRWLRQDOJURZWKDQGDZDUHQHVV7DONWR\RXU5HSOLND
WRIHHOEHWWHUDQGOHDUQDERXW\RXUVHOI´(Luka Inc, 2018) 
iOS & Android User rating: 
4.3 / 5 (Luka 
Inc, 2018) 
SAM ³6$0FDQEHGRZQORDGHGLQ$SULO6$0FRPHVIURPWKH'XWFKZRUG
"samen", which means "together". There are many communities and initiatives 
that are fighting social loneliness. But most of them are only taking place at one 
specific location (e.g. one city/ neighbourhood) and are reaching only one specific 
target group (e.g. one small community/one age group). We therefore need a 
time and place independent solution, which facilitates meaningful social contact 
DQGKHOSVSHRSOHWRGRWKLQJVWKH\OLNHPRVW´(SAM, 2018) 
iOS & Android Not yet 
released   
Mobile Age ³0RELOH$JHZKLFKLVVHWWREHUHOHDVHGQH[W\HDUZLOOSURYLGHWKHHOGHUO\ZLWK
real-time information about public transport, local events, the opening hours of 
SXEOLFWRLOHWVGD\OLJKWKRXUVZHDWKHUDQGSDUNLQJ´(Brooke-Battersby, 2017) 
 Not yet 
released   
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5.3 Appendix 3 ± Inclusion / Exclusion Criteria  
Inclusion Criteria  
Types of studies Publication date 2007-present 
 Studies from any geographical location 
 English or Scandinavian language 
 Evaluating mHealth applications or discussing 
quality criteria for assessing, developing or 
recommending mobile health and welfare apps  
 
Exclusion Criteria  
Types of studies Non English or Scandinavian language 
 Published pre-2007 
Inactive or outdated website  
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5.4 Appendix 4 ± Full Matrix of The Quality Criteria / Assessment Parameters  
Criteria / Initiative  
5
.1
.1
.1
 
5
.1
.2
.1
 
5
.1
.2
.2
 
5
.1
.2
.3
 
5
.1
.2
.4
 
5
.1
.2
.5
 
5
.1
.2
.6
* 
5
.1
.2
.7
 
5
.1
.2
.8
* 
5
.1
.2
.9
 
5
.1
.2
.1
0
 
5
.1
.2
.1
1
* 
5
.1
.2
.1
2
 
5
.1
.2
.1
3
* 
5
.1
.3
.1
* 
5
.1
.3
.2
* 
5
.1
.3
.3
 
Engagement X  X     X          
Functionality X  X     X   X       
Aesthetics X  X     X          
Information X  X X    X          
App subjective quality X  X     X          
Appropriateness  X                
Accessibility  X   X     X  X      
Design  X X   X            
Suitability  X  X              
Usability  X  X X X    X X X      
Transparency  X            X    
Information update  X                
Authorship  X                
Sources  X                
Risk management  X                
Technical support  X                
E-commerce  X                
Bandwidth  X                
Advertising  X                
Privacy/Data protection  X X X   X  X X X  X X X X  
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Criteria / Initiative  
5
.1
.1
.1
 
5
.1
.2
.1
 
5
.1
.2
.2
 
5
.1
.2
.3
 
5
.1
.2
.4
 
5
.1
.2
.5
 
5
.1
.2
.6
* 
5
.1
.2
.7
 
5
.1
.2
.8
* 
5
.1
.2
.9
 
5
.1
.2
.1
0
 
5
.1
.2
.1
1
* 
5
.1
.2
.1
2
 
5
.1
.2
.1
3
* 
5
.1
.3
.1
* 
5
.1
.3
.2
* 
5
.1
.3
.3
 
Logical security  X                
Behavioural change effectiveness   X               
Evidence-based information   X         X      
Endorsement    X              
Reliability of information    X              
Avoids conflict-of-interest    X              
Does not contribute to fragmentation of health    X              
Impact    X        X      
Technology     X             
Security     X X  X  X X  X X  X  
Content     X         X    
Reliability      X            
Health content      X            
Technical content      X            
Accuracy of information       X           
Software functionality       X           
Clinical value        X          
Safety        X  X X    X   
Relevance        X          
Performance        X          
Information security         X   X      
General medical proficiency         X         
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Criteria / Initiative  
5
.1
.1
.1
 
5
.1
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.1
 
5
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5
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5
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.2
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5
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.2
.5
 
5
.1
.2
.6
* 
5
.1
.2
.7
 
5
.1
.2
.8
* 
5
.1
.2
.9
 
5
.1
.2
.1
0
 
5
.1
.2
.1
1
* 
5
.1
.2
.1
2
 
5
.1
.2
.1
3
* 
5
.1
.3
.1
* 
5
.1
.3
.2
* 
5
.1
.3
.3
 
Effectiveness          X        
Regulatory approval / compliance          X X X      
Clinical Safety          X        
Technical stability          X  X      
Change management          X        
User experience           X       
Maintainability           X       
Compatibility/           X       
User experience           X       
Interoperability          X  X   X  X 
Reliability/ performance/ scalability           X    X   
Evidence base            X      
Sustainability            X      
Authentication            X X     
Operability              X    
Validity               X   
Parameters of scale                 X 
Contextual environment                 X 
Scientific base                 X 
Data                 X 
Adaptability                 X 
*Not currently applied 
